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1 Free Software in the BSI

The Kroupware project is a dewelopmern that Bundesan fur Sicherheit in der Information-
stednik (BSI) of the Germangovernmert cortracted from a consortiumof three companies
- Intevation, Erfrakon and KlarelvdalensDatakonsult AB.

The project hasthree parts:

A groupware sener.
A KDE client.

Compatibility with Microsoft Outlook.

The sener has beenmade by Erfrakon; the client by KlarelvdalensDatakonsult AB and
Intevation handledproject administration. Outlook compatibility is a sharedtask between
the parts.

BSI wanted to do a move towards free software, both on the client and on the sener.
Currently there are no solutionsthat provide this completely although se\eral projects are
close.

The solution we preserted them is not a newdewelopmen per se,but insteadan integration
of existing parts and projects. Building a completegroupware solution is anincredibly large
job, but by usingthe existing parts, we were able to have a working prototype in lessthan
three weeks.

2 The Kolab Server

The sener built by Erfrakon is a collection of free software sener parts that have been
put together to form a completegroupware sener solution. On top of the parts, Erfrakon
built a web administration module.

The sener parts are:

Apache Web sener
Post x Mail sener

Cyrus Imap sener



OpenLDAP LDAP sener
Proftpd FTP sener

Siewe scripting

A coupleof other parts were alsoused, but theseare the main ones.

The webinterface they built is usedto administrate theseparts in an integrated way. For
example,adding a userwill put the userinformation in the addresslook supplied by the
LDAP sener, it will make a directory for web accessusing webdavs (and ftp, if legacy
support is enabled),and soon. Screenshotof the useradministration is given below.
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The webinterface also cortrols the ertire sener ernvironmert. It is here one can en- or
disable services,as shown in the next screenshot.
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As you can seein the screenshotftp is only usedfor Outlook 2000 compatibility. Using
this old and insecureprotocol is an unfortunate necessig when maintainting compatibility
with old legacy software. There are also many placesin the client where this compati-
bility requiremen have meart lots of sidesteppingthe normal Outlook approximations to
standards.

To make Outlook work with the sener, we are using the Bynari plugin, that enablesOut-
look to useother senersthan Microsoft Exchange. This plugin is alsousedin other Kolab
like seners. Currently SuSEand Bynari providescommercialExchangereplacemets that
provide functionality akin to Kolab. But Kolab is the only free software sener that does
the job.

| will not descrite the sener in more detail here, but instead go over the parts as seen
from the client view in the discussionof this.



3 The KDE Kroup ware Client

Where the sener parts were easyto determine (setting asidediscussiondike which IMAP
sener should be used),the client was potertially takenfrom a larger array of possibilities.
Mozilla and Evolution would be the two other solutionsthat would have beenfairly easyto
get working with Kolab. Yet another possibility would be to extend an existing webbased
groupware solution, but nonewas found to be stable enough.

A KDE solution basedon KMail wasthe onethat was chosen. Among the argumerts for
this wasthe agypten project that Intevation, KlaralvdalensDatakonsult AB and g10Code
implemerted for BSI.

It was decidedthat the main userirterface would be to have the KDE calendar appli-
cation KOrganizer enbeddedin KMail. Additionally, the KDE addresslmok KAddress-
book should be able to accesshe LDAP addresslook in the Kolab sener. We did not
want to renamethe actual parts used,so by now we useKMail, KMK O (abbreviation of
KMail/K Organizer) or the Kolab client asthe term for the application.

The next screenshotshows the main userinterface of the client.
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3.1 New KMail features

KlaralvdalensDatakonsult AB and Marc Mutz addeda good list of new featuresto KMalil
for the Kroupware project:

DisconnectedIMAP
MessageDisposition Noti cation
Automatic ResourceHandling
IMAP resourcebadend

KOrganizer connectivity

In the next sections,| will describe ead of these.

3.2 The Disconnected IMAP account

DisconnectedIMAP - from here on dIMAP - is at the heart of the Kroupware project,
sinceall userinfo is storedin IMAP folderson the sener.

dIMAP works by syndironizing the IMAP sener cortents to the local disk. The KMail
user will after the sync work on the local cade, and upon the next syndironization, all
local changeswill be uploadedto the sener beforenew mails are downloadedto the local
cade. The basicideais that after the syndironization, the cortents of the sener and the
local cadhe are identical.

The userbene ts in this is that you do not have to be online to go through the mail boxes.
It is alsoan easyway to make two madines have the samemail setup - for exampleyour
workstation and a laptop.

With the current IMAP implemenation in KMail no local cache is usedwhich meansthe
usermust be online while going through the mail boxes. The biggestuserbene t in this is
that you local disk usageis almost zero- not a small bene t if you have seeral gigabytes
of email.

The future work for dIMAP includestwo enhancemets: Selectinga foldersto be syndro-
nized, and creating Iters for what will be syndironized.

Folder selectionhave almost beenimplemerted. The ideahereis that normally you won't
syndironize all folders - usersoften have old mail archivesthat are not often changed.
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Syndironization lIters is asetupwherethe usercanselectparts of the foldersthat shouldn't
be downloadedto the local cadhe (unlessexplicitly told to do so). Examplesinclude "Don't
cade mails larger than X kb", "Don't cade attachmerts” and "Don't cade mails older
than two months".

Comparing the two IMAP implemenations shav that the current IMAP implemertation
is almost the sameas the behaviour you get when using a dIMAP implemertation with
a sync lter setto "Don't cade anything" and the user deleting the cade after reading
a mail. The current implementation is very handy in the situation where usershave very
little disk spaceavailable. When this isn't the case,the dIMAP implemenation should
prove more userfriendly

dIMAP have one other big advantage over normal IMAP. With this, it's possibleto use
KMails excellen mail ltering.

The implemertation of dIMAP is approading a very stable situation, but the HEAD
implemenation still experiencescrashes. Data loss haven't been seenin testing since
november, but the local cade has beenseento be confused. Advice to people wanting
to use dIMAP is to badkup mails they really don't want to loose. The implemertation
is de nately stable enoughfor more thorough testing sowe can nd the remaining bugs
that are there. Speed-wisethe implemenation isn't ase ective asit could be. We have
conceitrated completely on stability and sacri ced all speedupswe could think of to make
the implemertation as stable as it can be. The e ect should be that it's much more
stable, but syndironization cantake quite a longtime. Later work on this shouldyield big
speedupsin the syndironization.

dIMAP usesthe normal KMail maildir for the local cace, sotechnically, what we did was
to make the syndironization code and not touch the local storage. This meansthat the
local cadhe is just as stable as having normal local maildir folders. At a later point we
hope to decouplethe accournt code completelyfrom the folder code, sothe usercan choose
which type of folder he wants asthe local cade.

In all KMail screenshotshat are here,the foldersin the Kolab accourt are dIMAP folders.
The foldersunder INBOX arethe private userfolders. The foldersunder sharedare shared
betweengroupsof persons- sharedfolders are set up by the web admin module

3.3 Message Disp osition Noti cation
MDNs - Messagéisposition Noti cations - are a generalizationof what is commonlycalled
"read receipt”. The messageuthor requestsa disposition noti cation to be sert and the

receiwer's mail program generatesa reply from which the author canlearn what happened
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to his message.Common disposition typesinclude "displayed" (i.e. read), "deleted" and
"dispatched" (e.g. forwarded).

In KMail you canrequestnoti cation when peopleread the mail you sert, and KMail can
sendnoti cation whenyou read mail sert to you with noti cation requests.

The next screenshotshawv the dialog you getwhenopeningan MDN mail, and the returned
mail.
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3.4 Vacation setup

You can now setup timeframes where you are away from a small userfriendly dialog in
KMail:

Configure Out Of Office Replies - Kitail

!Vg

Configure vacation notifications to be sent:

|| Activate vacation notifications

Date of return: | ¥ | [zo03 2

Resend notification only after: | 7 days &

Help Cancel

3.5 Automatic resource scheduling

In groupware mode, you can setup accourts to work as automatic resourceseduling.
With this, you setup accours for eat resourceyou want to schedule. An examplecould
be a room. You make an accourt that holds the rooms calendar,and people”invite" the
room to a meeting. When KMail receives sud an invitation, it automatically acceptsif
the resourceis free - if not, it rejectsthe invitation. We don't mind peoplecalling this a
had, but it works surprisingly well :-)

3.6 IMAP Resource backend to KMalil

The new resourceframework in kdelibs and kdepim have di erent badend implemerta-
tions. The obvious one is to usethe local disk for the storage, which is the standard
implemertation. For the addresslook, there is alsoan LDAP badend, and soon.

We have implemeried a resourcebadkend in KMail, sothis can be usedfor storage. This
meansKOrganizer, KAddressbook and other applications can save their data in KMail
folders. This is speci cally donewith dIMAP in mind, so syndronization in addition to
emailsalso syncscalendar,contacts and notes

3.7 KOrganizer connectivit y for group ware scheduling

To complete the groupware functionality, code have been added to KMail to intercept
incoming groupwvare messages.



In KMail, dierent things happen depending on what is in the messagecurrernly being
read. We have addedthe ched for mimetypesholding calendarrelated information. When
a messagevith sud a mimetype is seen,the iCal le is givento the groupware code that
reformats it to a HTML messagewhich includesthe choicesthe user has. So when an
invitation arrives, this is transformed to a messagesaying you have beeninvited to a
meeting in XX from YY to ZZ. Below that there are four links with di erent options,
the most important being acceptand decline. When the user clicks one of these links,
KMail will call KOrganizercode with the messagend the userchoice. After that it is up
to KOrganizerto put the information into the right resource(which could be the IMAP
resourceas descriked above). A screenshobf receivingan invitation is shovn below.
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In addition to this, KMail alsoo ers to format and sendthe message$rom KOrganizer,
socorrect repliesand invitations are sert. More on this below.

The generalsplit hereis that KOrganizerhandlesall iCal related, and KMail handleshow
the iCal is put into mails or read from mails.
3.8 KOrganizer enhancements

KlaralvdalensDatakonsult AB alsodid the work on KOrganizerand the underlying iCal-
endar libraries to make it work with the Kolab sener inside KMail.
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There were basically three things we had to do:

Enhancegroupware stheduling
Enable IMAP (KMail) storage

Embed KOrganizerin KMail

KOrganizeralready had a kind of groupware sdheduling, but it wasmissingse\eral features.
The mostvisible of thesewas xed with the addition of agartt viewin the invitation dialog.
A screenshobf this is given below.

In this screenshot,you can also seethe list of peopleinvited, you have the action that
theseare expectedto take, their roles,and overview of who have answeredwhat and soon.
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The gant view shows the sdhedule of eat of the participants, with the red boxes being
the busy periods, and the purple vertical bar being the currernt time of the meeting. The
dialog can automatically nd the next time whereall participants are free.

KOrganizeris embeddedin KMail using the KParts technology This is the componert
architecture in KDE that enablesparts containersto embed parts inside the userinterface.
Especially Konqueror usesthis extensiwely to showv di erent le types.

Not directly visible wasall the work that wasdoneon KOrganizerand the kdepim libraries
to makeit work with KMail. This work includedanswering KMail requestsabout iCalendar
les; constructingiTIP messagefiCalendar stheduling les) to be sert by KMail; receiving
appointment repliesand updates;and using KMail IMAP foldersasthe storage.

3.9 Other Kdepim Comp onents

Two more applications neededsomeextra work - KPilot and KAddresslook. Unlike KO-
rganizer, thesecortinue to be separateapplications as opposedto run inside KMail.

KPilot is the application that syncscalendarand addresslook information to Palm Pilot
handhelds. This neededto be modi ed soit was also able to read everything from the
KMail storage.

KAddresshook also got that extra feature. In the Kolab environment this has a special
meaning. The shared addresslook is sharedusing LDAP. The ertries in the usersown
Contacts KMail folder are private ertries, wherethe usercan add all cortact information.
A screenshobf KAddressbook with somelocal cortacts is shavn below.
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4 Future Work

In kroupware_branch all this is working, but in cvs HEAD there are still someissues
to be sorted out beforethis is working. The di erence is that in kroupware_branch, all
communications is donewith Qt signalsand slots, wherein HEAD it's donewith DCOP.
This is currertly being retro tted to work in the Kontact framework and is looking very
promising.

Kontact is better designedtechnically, and will hopefully also be an ewen better user
experience. Currently the KMail parts of kroupware have been ported, and the IMAP
resourcebadkend have beenreimplemerted in the new framework. The missing parts are
the korganizer parts that enablethe groupware scheduling. This will hopefully be done
beforeKDE 3.2.

A screenshotaken by Zadk Rusin of Kontact:
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Other future work is to implemert a lot more groupware features. The Kroupware project
had a very speci c list of features,and there are plenty more featuresthat we would like
to implemert.

Another areais that we hope other projectswill implemert support for the Kolab sener and
cooperation with the KDE client. A webbasedsolution is currertly in it's early beginning,
and hopefully Evolution and Mozilla peoplewill work on this too.

5 Reference Links
The three companiesthat implemerted the Kroupware Project:

KlaralvdalensDatakonsult AB: http://www.klaralvdalens-datak onsult.se
Intevation: http://www.in tevation.net

Erfrakon: http://www.erfrak on.de
The project and the KDE parts:

The Kroupware Project: http://www.kroup ware.org
KMail: http://kmail.kde.org

KDE PIM applications: http://kdepim.kde.org
KOrganizer: http://k organizer.kde.org

Kontact: http://k ontact.kde.org
Other projects:

The agypten project: http://www.gn upg.org/aegypten/
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