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News from the Secretariat

Jane Morrison
It has been another busy time for UKUUG. Since the end of March we heee working hard
on the organisation of the Linux 2006 Conference which will be held this yeBrighton at
the University of Sussex.

The conference takes place over three days between Friday 30thrddiseinday 2nd July. On
the day before the conference proper (Thursday 29th June) tiiElbe & choice of tutorials: two
half day tutorials (on MySQL optimisation and SystemTap) and a full day tutoniduilding
RPM packages. Members should already have received the informatidteb and booking
form. Up-to-date details are at:

http://ww. ukuug. org/ event s/ | i nux2006/

Delegate bookings are arriving each day. If you want to take advamtiipe University Halls
B&B option please make your booking as soon as possible.

On 20th April in conjunction with Apple we organised a one day meeting in Lon@& X for
Intel'. This free event was kindly sponsored by Apple and was well déén

The UKUUG Annual General Meeting which will be held in September. At the dbifrgoing to
press, the exact date has not been fixed: we are hoping to combine MevAlsan interesting
evening event in London. Further details will be sent out in due course.

The next Winter/Spring Conference is planned for March 2007. Theesbas not been decided
yet, but we are currently looking at possibilities in Manchester.

The copy date for the next newsletter is 25th August.

Chairman’s Report
Ray Miller

UKUUG'’s annual Large Installation Systems Administration (LISA) confiesewas held ear-
lier this year in Durham. The event was a great success, attracting al@todelegates from all
parts of the UK and a fair contingent from mainland Europe. This yeaddiitian to the main
LISA stream, we hosted a BSD MiniCon with invited speakers from the BSD comityaT his
attracted a number of new faces, and we hope to build on this successaggthier events that
appeal to users and professionals from all corners of the Unix world.

We are pleased to announce the winner of the prize for best papergdésgo Simon Wilkin-
son of the School of Informatics, University of Edinburgh, for hisg@fKerberizing Our Net-
work”. Simon wins £125 of O'Reilly books. The runners-up prize goeRdbert Watson of the
FreeBSD project, who wins £75 of O’Reilly books for his paper “TruBtgsd OpenBSM”. We
are grateful to O'Reilly UK for sponsoring these prizes. Tutorial anckaloop notes, along with
papers and slides submitted by speakers, are available on the CD acgorgthis newsletter.

Feedback from delegates was generally very positive, with GeraldrGa&8tamba tutorial prov-
ing particularly popular. On the downside, we received a lot of complairgsitabe lack of
wireless access in the conference venue. Although this was not addeatigart of the confer-
ence package, it is clear that wireless internet access is now takerafted by delegates. We
will be sure to bear this in mind when deciding the venue for our next cender.

I look forward to meeting more of you at future UKUUG events.
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The Newsletter
Roger Whittaker

This issue of the newsletter is the largest that we have produced for some time

We want to include content that is of interest to our members and which teeyndikely to
have come across elsewhere. Original articles from members are aleryyselcome as well
as suggestions of relevant items published elsewhere which could retedpr

Note that the prices quoted for books in the newsletter reviews are theritisp UKUUG
members are entitled to a 27.5% discount on O’Reilly books (30% for on-lidersy as well
as similar substantial discounts on books published by Pearson Eduaadiby 8viley. We are
currently in discussion with other publishers about providing relevaok®or review.

Any articles or other suggestions should be sent to:

newsl ett er @kuug. org

From the UKUUG Diary

The UKUUG maintains a web diary of future events of interest at

http://ww. ukuug. org/ di ary/

The following events are a small selection of those currently listed.

Institutional Web Management Workshop 2006

14th June 2006: Bath

The event will provide an opportunity for those involved in the provisiomsfitutional Web
services to hear about institutional case studies, national initiatives arrdiegheechnologies
and to actively participate in a number of parallel sessions. This serieganised by UKOLN
to support members of institutional Web management teams within the UK academituco
nities.

http://ww. ukol n. ac. uk/ web-f ocus/ event s/ wor kshops/ webnast er - 2006/

HotAC1

16th June 2006: Dublin

The First Workshop on Hot Topics in Autonomic Computing — conquering theigg com-
plexity of large-scale systems. (Sponsored by IEEE Computer Society aBdlIX).
http://ww. aqual ab. cs. nort hwest er n. edu/ Hot ACl /

GUADEC 2006: The GNOME Conference

24th to 30th June 2006: Vilanova i la Gelti, Catalonia, Spain

The 7th annual GNOME User and Developer European ConfererdAD&C) will bring de-
velopers, GNOME Foundation leaders, individuals, businesses aedgoents, as well as Free
Software and Open Source software users together in Vilanova i laiG€Ekitalonia — Spain).
http://guadec. or g/ GUADEC2006

Linux 2006

29th June to 2nd July 2006: Brighton

The annual UKUUG Linux Technical Conference.

http://ww. ukuug. org/ events/ | i nux2006/

Exim Course 2006

18th July to 21th July 2006: Cambridge

Exim is a mail transfer agent (MTA) developed by Dr Philip Hazel at thevehsity of Cam-
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bridge for use on Unix systems connected to the Internet. It runs on rassors of Unix and
is freely available under the terms of the GNU General Public Licence. Eximgsoduction
use at many sites around the world, including some large ISPs moving ligrafrégnousands of
messages per day. Version 4 was released in February 2002. Thse @®aimed both at those
mail administrators who are already using Exim and also those who may be theikout it.
The course is based on Exim 4, the current release of Exim. A genevellé&ge of how In-
ternet mail works will be assumed, but a one-hour “warm-up” introductiirbe given before
lunch on the first day for those who feel the need for it.

http://ww*tus.csx.cam ac. uk/ courses/ exi m

LUGRadio Live 2006
22nd and 23rd July 2006: Wolverhampton

LUGRadio Live is an annual event driven by, and for the Open Spoocnmunity. The event
includes a range of speakers, exhibitors and other attractions, atédhauthin a unique event
with a unigue atmosphere. Last year's event in June 2005 was a hogessuand this year
LUGRadio Live 2006 will be nothing you have seen before.
http://ww. | ugradi o.org/live/ 2006/ i ndex. php/ Mai n_Page

YAPC Europe 2006
30th August to 1st September 2006: Birmingham

“The Accessibility of Perl” is hoped to inspire the submission of talks and tusomamany
areas that can be covered by accessibility. There are many areaatligfishat Perl is involved
with, but the idea of accessibility can be taken further. Larry Wall is ofterted as saying Perl
makes the hard things easy, and the impossible possible. What projecuam®sking on, that
is making life easier or a dream a reality?

http://ww. bi rm nghan2006. conm

EuroOSCON 2006

18th to 21st September 2006: Brussels, Belgium

The O’Reilly European Open Source Convention is where coders,dsyss, entrepreneurs,
and business people working in free and open source software gatbleare ideas, discover
code, and find solutions. At EuroOSCON 2005, nearly 500 delegatkptobdin sessions and
tutorials across eleven technology tracks, learning about the nevadstefe and versions from
creators and experts. We anticipate that EuroOSCON 2006 will be evensuocessful — the
place for the open source community to meet up, debate, make deals, amdtciace to face
with other open source enthusiasts from across the continent andlahzuworld.
http://conferences.oreillynet.conm euos2006/

UKUUG Spring Conference
Dru Lavigne
Firewalling with OpenBSD'’s PF packet filter: Peter Hansteen

The day started with a choice of workshop. I've been promising for somettinvete an article
on PF so | was looking forward to this talk to help round out my experiencethishfirewall.
Peter started with an overview of PF’s features:

 both the module itself and the administration utilities are part of the kernel fdorpe
mance reasons; PF is now in the base system for OpenBSD, FreeB8&5Neand
DragonFly BSD

« PF can filter by protocol, port, packet type, address, and operatatgrs
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altq, which can be used for load balancing and traffic shaping hasimegnated into PF

the configuration file is human readable and supports macros and tabieplidysules
» PF supports NAT and redirection to proxies and spamd

* top bottom rulebase logic where last match wins; can use quick keywotdggarsing
at that match

Peter also mentioned some utilities | hadn’t come across yet and which aremow list of
things to check out when | get time:

- ftpsesame: an fTP proxy that will create an anchor rule for you biyaimg FTP con-
nections

* pftpx: the next generation FTP proxy

« pftop: for displaying in real time the state table and pf statistics

Also, the firewall can operate at Layer 2 (i.e. totally invisible to outside waddhe bridging
feature can still support packet filtering, NAT and redirection. Keep in rthatlyou will need
serial or local access to the firewall system as it won't be accessibtetfre network.

Peter has promised to add more material on his site giving examples of usingrendie

gave many useful examples for capabilities which are found in the manpaghaven't quite

found their way yet into tutorials. These included adding labels to rulesoltgating per-rule

statistics, handling unwanted traffic such as worms, prioritizing ACKs to ingtt@nsfer speed
over asymmetric links, and configuring firewall redundancy.

Then he demonstrated how to turn a wireless driver into a WAP using host@gwith ifconfig
and then adding rules toet c/ pf . conf. He also mentioned an excellent online course on
wireless security which is well worth checking out.

This was the first time | had heard atit hpf which can be used to create an authentication
gateway. He also demonstrated an efficient rule for filtering dictionarykattagainst SSH
which has the added benefit of greatly reducing logs. | already uskauddout will try replacing
flush with flush global.

Peter also gave some rule examples for the three types of alternate queitkialyq:

 cbq: class based or percentage of MB or GB
* priq: priority based

» hfsc: hierarchical

He ended his talk with some haiku. All of the rule examples | mentioned and motgedaund
at Peter’s site.

Keynote — almost

As | was packing Monday morning and going through my checklist, | sugidemembered
that | had been asked to do a short keynote in addition to the BSD Certifi¢alion spent the
next hour gathering interesting bits on “general system administrationtieinohg them into a
short and visual OpenOffice Impress presentation.

When we arrived at registration this morning, the speakers all went téhiistlaptops with
the projectors. All of the non-IBM laptops talked nicely with the Universify'sjectors. The
IBM laptops (mine and Peter’s) did not, despite changed CMOS settingg, séttings, IBM

6



news@UK UKUUG Newsletter

function keys, powering off/on, unplugging cables and whatever atiogo we could think up.
The promised wireless network turned out to only support Windows systeralsing it that
much harder to simply bop over the presentations to another laptop.

This added up to me not doing my keynote and missing the Google keynote feetogld
coax interaction with the projector in the other lecture room in time for the Cetiditsalk.
Fortunately, the conference proceedings included screenshots didesy 0 | ended up doing
the talk the old fashioned way.

Talk on BSD Certification

The talk was fairly well attended by the mostly BSD contingent of the Unix genfee attendees
and I'll upload the slides once I'm back in Canada. It was interesting tb thiat most of

the audience had not heard of the effort until the conference buttinatxthey had they were
genuinely interested. | also received some good feedback on resoar®ritain, ideas for

testing methodologies and answered some questions on psychometrics.

I missed the next talk as | became engaged in conversation regarding &8fic@tion. Richard
from MOST discussed the state of Open Source in the UK and what hisisagian provides.
He also introduced me to INGOTS which started by introducing Open Sourelettentary
school students and is now creating programs to teach Open Soureesiffis to adults.

| also managed to miss tea and the final talk as there had been a mixup with ouandowe
had to packup our gear and move it to another part of residence.

Conference Dinner

After the conference, we all headed downhill for the 3 course sitddwned at the Swallow
Three Tuns Hotel. | had a chance to speaker with Peter and we disdhesaded for the
publication of a “pf cookbook”. At the table, | chatted with Josette Gara@anfthe O'Reilly
booth, Sunit Gopal from the Google booth, a sysadmin from Oxford anthar chap who had
enjoyed his first holiday to Canada last year.

If nothing else, you eat very well (much too well, to be honest) at conta® Fortunately,
everything in Durham is up a very steep hill (in both directions I'm sureictvhopefully will
make up somewhat for the eating.

Large Database Administration with PostgreSQL: Simon Riggs
Simon Riggs of the PostgreSQL Project started with an overview of Posyieatures:

« fast becoming the de facto database for enterprise level open smiuti®ns as it copes
well with databases of 100s of GB in size

« full constraint and referential integrity features

« function based and partial indexes

» multiple server side languages and multiple client interfaces

« advanced optimiser, intuitive index use, publicly available performance tests

 used at Oxford University and APLAWS
Followed by what's new in 8.x:

* native Windows port

* SAVEPOINTs and ROLEs

Regarding risk:
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« very low threat-to-fix times: typical is a day or two

« Coverity report showed the number of bugs per lines of code whichl@adbetter than
Mysql which was 10x better than Oracle

« PITR allows full transactional recovery
« slony and pgpool can provide high availability

 philosophy is that is is easier to code something that “just works” than teearitbe same
guestions on mailing lists

« one of the largest database communities with thriving mailing lists
Sponsors and Supporters:

* Red Hat, SRA, Fujitsu, Unisys, Sun, Afilias, Sony Online, PervasiveerpriseDB,
Greenplum, OSDL

The rest of the talk dealt with specific tuning and design tips for variouddatascenarios. I'm
hoping Simon’s slides eventually make their way online as this was the most paefof the
talk and would make a handy optimization reference.

Comingin 8.2:
» +300% faster on large sort performance
» +30% sequential scan performance
* +39% data loading
* +100% full text search
« further scalability gains for 8 - 16 CPUs
* bitmap indexes
 procedural language debugger
 improved patrtitioning
 standby server

* index organised tables

How you can help:

publish case studies

test the features you want in the next release

ask for help so we know what people want

publish performance reports and annoyances
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Proactive Wireless Networks with OpenBSD: Reyk Floeter

This was an enlightening talk from a OpenBSD developer who gave goigghiristo the nego-
tiations and difficulties that happen behind the scenes in order to get ttersgeded to program
drivers for Open Source operating systems.

Reyk started by discussing the goals of the OpenBSD project: to provio gude with a
free license (GPL only as an exception as in gcc), and to focus on pibytadmorrectness and
proactive security.

He then discussed traditional wireless support which includes the wi, adhgradrivers. These
typically used a flash-based firmware with active handling of 802.11 byrtinevéire.

However, 3rd generation wireless products are problematic due to massiplexity of chipset
design, many features provided by software, regulation issues in theZax&tde, vendor poli-
tics, FCC'’s push to regulate possible manipulation of SDRs (software Dssigadios) making
many vendors unwilling to provide source.

OpenBSD’s wireless goals are to open the firmware or get a new anlickaese; get hardware
specs without signing any NDAs. They feel it was a wrong reaction iwkesother Open Source
projects to integrate non-free and binary-only drivers, distributingfnea firmware files and

signing NDAs with vendors while still claiming to have open source or freevswé.

Progress includes new drivers: atu, iwi, ipw, (u)ral, rtw, ar5, athadRman iwi for the email

address of the person at Intel who refuses to release specs. drhess are in the queue for
OpenBSD 4.0: zd, anw.

Reyk also gave a personal story on a specific vendor’s threats doidprg an OpenSource
driver. He responded that it is legal in Germany to reverse enginedrea tb create your own

code to support European devices when vendor does not relesse sp

Changes for 3.9:

 hostapd(8)
* implementation of 802.11f
« Inter Access Point Protocol which speeds up roaming between APs

 decentralised wireless solution v.s. CAPWAP/LWAP which is more secutsiample

He then spent some time discussing hostapd which provides event rulgsausill designed
configuration language; hostapd.conf has a similar syntax to pf.confroVides rogue ac-
cesspoint detection by creating a table defining the MAC addresses pfAjRsl It provides
protection against wireless DoS attacks by using rate keyword (similardanzk-conn). It is
also integrated with Prelude, a hybrid IDS framework; their LML sensppstts hostapd.

Still todo: 802.11 fingerprinting and 802.3ad LACP support

Reyk then demonstrated how trunk(4) provides failover between a wsrateswired interfaces.
He started playing an mp3 (using a command line player without a receiverpuoffer the

network he had attached to through his Ethernet NIC. He then unpluggétthibrnet NIC—the
music paused for about a second as the bridge learned the MAC adftitlessvireless NIC and
then the music resumed. To configure, simply:

ifconfig trunkO trunkproto failover trunkport enD trunkport athO

dhclient trunkO

OpenSSH 4.3 has new VPN tunneling which can create Layer 2/3 tunnelS$k#2 without the

need for additional software. It supports ad-hoc VPN tunnels (cfardkinnel in sshconfig).

OpenBSD now provides an improved ipsec.conf: can setup vpn in 2 clamég using flow
keyword.
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He has started working on WPA2 as heavily requested; it will be a cleasiamue implemen-
tation from scratch.

Automating Xen Virtual Machine Deployments: Kris Buytaert

In this talk, Kris discussed why he integrated Systemimager with Xen to makstantised
and automated imaging system that just worked, regardless of the disttbeapdckage man-
agement system. As he discussed the difficulties of moving from distrafispeadutions to a
generic solution | was reminded that such gymnastics simply aren’t an is@&0nHis men-
tion of using a cvs system to store the images is a good idea and a mental naté ateay for
the next time I'm in a scenario where | need to manage a large amount afnsiysteyes.

He also mentioned 2 interesting sites which are worth checking out:

« Infrastructures.org

e S|Suite

eXtreme Programming, FreeBSD a Case Study: Paul Richards

I've written other blog entries interviewing developers who use the Agileldgment process.
Not being a developer myself, | found Paul’s talk a very informative viegr of how Agile
differs from traditional development processes. Here are the poimsorded regarding the
Agile philosophy:

 Agile development project methodology is designed to deliver on time and viitilget
while accepting that requirements change

 “user stories” are not techinical specs but user descriptions ota piedeliverable func-
tionality; they facilitate time estimating in “ideal” time

* in Agile roles, developers estimate effort required to do the work andewes's determine
the priorities based on business requirements

« developers choose their own tasks and time estimates for each iteration oelease

* “project velocity” determines how much can be done with each iteration andlésI-
lated using the estimates from the previous iteration and the actual work codyptete
requires constant interaction with customer to see if scope, cost or time estimeat to
be changed

« “task based” philosophy moves people around which prevents isldrid®wledge and
keeps developers fresh and interested; a daily standup meeting in dewatediteboard
keeps everyone on track; mutual respect means no leaders in XPreX@m@gramming)
team

« “system metaphor” helps to communicate ideas and guides naming convergigns (
filesystem layout is like folders in filing cabinet)

* CRC (Class, Responsibility, Collaboration) similar to UML class diagramssipai/pa-
per is satisfying to complete in conjunction with online Planner

* “spike solutions” are used when you don’t know how long it will take to immpdat an
idea; it's not an initial implementation or a prototype; aim is to improve iteration estimates

« delivering small solutions regularly helps to deal with customer’s chantieig minds;
results in simpler and less costly solutions

10
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« if project gets canned, you still have a working something as each iteqatomuces a
piece of working functionality

 before any programming on the project itself starts, the unit test is writtgndidefine
functionality; expand unit tests as problems are found; re-factoringilessly is safe

 pair programming is good as process of talking about a problem oftealesgolution;
assumes team bonding

* integrate early, often, sequentially (commit work as it is completed); alwiayslop
against the current version

 coding standards prevent chaos
* run unit tests against each commit so know which commit has problem
» worry about optimisation when the project is finished and actually works

* no overtime allowed!

Paul wrapped up the talk nicely comparing the FreeBSD project to Agile piplgs While

some programming practices are different due to the global and mostly veturetire of the
project, one can still see that the best practices for commercial softwajecis which XP
formalises draw upon the practices used by the FreeBSD project. (I wouldrther and say
each of the BSD projects and, earlier, the CSRG environment at Beykeley

Some features mentioned that were unique to FreeBSD:

« 5.0 was a classic example of being scope based rather than time based
« the “Danish Axe” is useful for removing unused features from thdrsie

« there is no official unit testing but make world before a release and thleseun current
and report bugs provide a close approximation

Robert Watson commented that Coverity now provides tools for unit testiing FfeeBSD
Project has automated this to run every 24 hours and to input its findings BtGNATS
database.

Security Through Obscurity, A Review of FreeBSD’s Lesser Known Seurity Capabilities:
David Malone

| happened to have breakfast with David, a FreeBSD developer aatlisyn from Ireland.
Even though his talk didn’t mention anything new to me (you'll find several-tms for many
of these in the Security chapter of BSD Hacks), | still found his talking stglgaging. I've
included notes for those that are new to FreeBSD’s security features:

Older features include file flags and securelevels (designed to limit darhagaicious root).
Newer features include MAC, seeotheruid, BSDextended, portadb&@M/GBDE.
David did a quick review of file flags (chflags, Is -lo).

To stop hardlink tricks with flags, take a look at sysctl -| security.bsdlimraheckuid; note
that this may not work over NFS.

He then provided an overview of the MAC framework which asks moduleés) operation is
permitted. It can implement Biba, MLS, SELinux, as well as more simple policesieSnod-
ules are loadable and some are not; modules which use labels aren’titoatiae framework
provides for over 60 MAC checks.

He demonstratedac_seeot her ui ds.

11
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Then he showed a configuration fomc_port acl which allows you to create ACLs on which
users can bind to what port. Note that an allow won't override othergkeestrictions. In his
example, he gave the syntax to give the www user access to ports 80 a&n@iig allows you
to start apache as www (not root); make sure all log files are writable by.ww

BSDextended allows more complex rules than those provided by ugo pemsissibe rules
you create are global like a firewall ACL not individual like a file ACL. Ither words, despite
file permissions you can restrict users from accessing files. This casdutefor sandboxing.
Assuming MAC support is in the kernel: kldload mbsdextended, then use ugidfwto create
the rules. David has added extensions (to be committed soon) to ugidfw.

David then gave an example of setting up an encrypted disk using gbde.

Addinggbde_devi ces="AUTO" in/ et c/rc. conf will mount filesystem at bootup and
prompt you for passphrase. If you ggtde_swap_enabl e=" YES" for an automatic en-
crypted swap partition, it will generate an automatic encrypted random tkegcaup which
does not require a passphrase.

Keynote — finally

With some work we managed to scp my keynote slides onto a FreeBSD sertrer network.
| used OpenOffice2 to first convert the Impress format into a PDF asGh&/Btem connected
to the projector was running Windows.

| started the afternoon lightning talks with the 15 minute keynote on “genestrsyadminis-
tration”. I'll give the URL to the PDF once | have a chance to upload it. | alsed to work on
my timing for the next time | try to deliver a humourous keynote.

Certified Open — The Provenance for Skills and Deliverables

Alan wasn't able to make it to Durham for the talk so Basil Cousins from Gpamm Europe
gave this lighting talk on behalf of the Certified Open project.

During my research for BSD Certification, | have come across many of gemn@ource and
training initiatives available in the UK. | also had a chance to listen to members fpEmfdrum

Europe at last year's OSCON and am actively involved with GOSLING ima@a. For this and
many more reasons, | wish this had been a full blown talk (or even a halivdegshop) rather
than just a 20 minute overview.

Some of the points Basil raised:
« OpenForum Europe is now 4 years old
« difficulties are not technical but legal and marketing

 key to success is to raise perception of OSS in the eyes of the usersavénfibers of
Parliament; we need to add value to the services we provide

 the key message of Open Certified is to define the dangers of lockin anditbitafor
full interoperability by publishing interoperability criteria

« it will provide a self-assesment system for certifying products, sesyiskills, and busi-
ness practices

« originated from the Open Source Academy

» March 24 (the day of the talk) was when Certified Open was officially laedc
« self-assessment with governance to support the criteria

* levels of openness established (gold, silver, bronze)

« simple to administer and use

12
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« comprehensive appeals process and early warning system

« trademarked process run by non-profit Certified Open
Value propositions for the initiative:

« hiring managers receive endorsement of experience of job applicants

« they are looking for SMEs (Subject Matter Experts)

 will provide a SkillsTracker Process (RedHat helped with design otdatz)
« certifications are part of obtaining a skills record

* will become a driver for Open Source training and certification

» procurement for evaluation tenders

 current goal is to get as many projects self-assessed and on thiéeneitisin the next
few months in preparation for the next stage of the project

« he also encouraged everyone to download and read the currditigpions

Trading Connectivity and Convention for Address Space: AndrewMacpherson

This quick 10 minute talk was targetted for companies with small address blsdk&an't be
of use to single-address broadband users or dynamic IP users.

Basically, RFC 1219 defines reverse binary counting for allocatingeaddipace while reducing
waste. Unfortunately, it is often not used by those who provision addigece.

Consider that if you are assigned 8 addresses, 3 are unusabldd@sbaubnet, gateway). He
then explained a trick on how to gain those addresses back at the cost lafSimg access to
other datacenter customers (which you don’t need anyway). | didiit¢ grasp the math and
it looks like the slides haven’t made it online yet — either that or | mis-spelled/fRie in my
notes.

nmon - Nigel's Performance Monitor: Nigel Griffiths

Nigel definitely was the most enthusiastic speaker at the conference alretllbke someone
who really enjoys his job and hacking solutions to solve problems.

He demonstratednon which is a performance monitor for AIX and Linux.

From the same site, you can also downloaabn?2r r d, Stephen Atkins’ automated utility for
sending graphs of capturing data to Excel.

Once the talks were over, Ray Miller of the UKUUG gave some quick closirigsnihanking
the speakers and organisers of the conference. Then most of thdeatestarted the uphill trek
to the residence to pack their things and head back home on the next train.

Evening Talk on GPL version 3 given by Georg Greve

Sam Smith
On May 29th, UKUUG was proud to present an evening talk in ManchegttrebPresident of
FSF Europe, Georg Greve, talking about GPL version 3.

The presentation itself was non-legal, giving a deep insight into the withivéily of GPL
version 3, without going into any of the legalese of the language itself.vired the policies

13
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and thinking underpinning discussions, and the aims that the changemteaiding to achieve.
It's important to note that, at the moment, there is no such thing as GPL v3. Thedidself

does not yet exist, there is only a single draft version (at time of writingyotigh 2006, there
will be at least one more draft put to the community for review, as well as nggesioross the
world before the new license is released in 2007. As a result, FSF dbeslviee anyone to
use the draft license, but is only soliciting as many comments and opinionsaasgetto make
GPL v3 last as long as the current version. There are comment fornmdistusions ongoing,
and the FSF is extremely keen on getting people’s input on the license, amditges, rather
than using it at the moment. The thoughts that one person has that no ohaslgat thought
of could be vital, and this process is seen as key to making GPL v3 last aaddBBL v2 has.

Georg started out by noting that GPL v2 has been a huge success. Whty&ars ago, it has
survived a huge number of changes in the environment in which it ogeratd a huge expan-
sion in the software it covers. Many of the changes being made for v8naa# clarifications,
found during the last 15 years. Those changes on their own would stiflyja new license
version and all the associated upheaval, but since that work is goingraihfer reasons, it
makes sense to make minor internationalisation and clarifications changes t@veajene’s
life easier. There are also technical advances (such as that realatiomg dynamic linking)
which are unclear since v2 predates their adoption.

There are, of course, a few very large changes, and these atd3sbey focused on for the
majority of his talk, and what the majority of the questions at the end coverestholrt, the three
changes are Digital Rights Management (DRM), Software Patents andskiceompatibility.
There are also questions, still under discussion, about Termination lid¢hee, so this wasn't
covered other than mentioning it was still under discussion. That saidettieatprincipal of
the update has been “Change as little as possible”.

DRM, in the view of the FSF, has three central problems; the loss of caftyour computer (ie
Power), treating the user as the enemy (Security), and moving costs aftbape (Financial).
However, despite the issues, v3 does not address DRM directly. Unlimgteedfisoftware for
any purposes is a central FSF principal, and that use can include wridhdoftware. You can
build DRM enforcement software using GPL v3. However, it requiresttiee is the means for
users to exercise their rights; and gives others permission to write intaldeeoftware. This
means, that while you may write DRM into GPL software, you can not prepeaple from
working around it (and distributing those work-arounds) should the& kize skill to do so.

GPL v2 has a “Liberty or Death” clause (aka the “Truth in Labelling” claueed the main
change between GPL vl and GPL v2), says ‘if somebody uses a patsoinething else to
effectively make a program non-free then it cannot be distributed at all’
http://fsfeurope.org/projects/gplv3/fisl-rns-transcript.en. htm #liberty-or-death
—ie if a software patent can be used against GPL v2 software, the seftamnot be distributed
at all. In GPL v3, there is an explicitly patent grant to users of softwarkthieg can use (the
software and therefore) the patents royalty free, worldwide. Therealso protections pre-
vents collusion between 2 patent holders. Company A knowingly licenseatga Company
B, which then releases software under GPL v3; Company A can not tleears/ users of the
software. This explicitly protects downstream packagers and giveseheal rights.

When GPL version 2 was released, there were no other licenses similar that.h@s now
changed with a huge number of GPL alike licenses. GPL v3 attempts to do coititgaiip

saying what is and is not permitted, rather than by saying which licenses ihesaagainst.
It also allows for additional requirements to be added to the base v3 licbassays what
those requirements may or may not be. You can vary the license in the &eashation and
copyright, liability, and publicity limitations. These address many of the requinésya@ other
licenses, without affecting the core license itself. The biggest examplésa$tthe Affero GPL
which requires that if your software is run over the web, you need to malapy of it over the
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web as well. There are also options to limit the use of software patents withdideosle, but
it explicitly does not allow patent aggression.

In whole, the license is more modular, allowing different bits to be slotted inevhecessary.
Many of the changes have been to make companies happier using GPleagvehich does
not compromise the users’ freedom. But the FSF is extremely keen in hdéaingveryone,
and accepting all comments to find out things that the user base thinks obtbaerelse has,
looking at it from a new and different viewpoint.

Answering questions from the audience, there will be a LGPL draftcbassmund the changes
in GPL v3, but only once the main process is nearer completion. Big softeam@anies and
users are generally supportive. While there have been some high pnidilmderstandings
of the new license and its intent, Georg was keen to point out that clarity weeased, and
simplicity enhanced, when those who thought they understood the newdiogre mistaken
in the press. While there are many disagreements between the many licetisesm#n source
world, there is far more that unites them than divides them, and everyonglégeme to pick
their own license.

GPL v2 and v3 compatibility is likely to be an issue. Some software is licensed Gfele v2
and can not therefore be moved forward to v3. The FSF approachtighdra is nothing that
can be done about that, and they advised developers against takingrite“or later” out of
GPL v2in the first place. There are also going to be issues around dude adds the optional
clauses to the license adding more restrictions into the license.

In summary, Georg presented a very informative, extremely clear talk dnv3Rand why
they are making the changes that are being made. Without any legaleseasioming was
approachable and clear (hopefully some of that will have transfdiremjgh my notes, into my
words above). While we would organise an event talking about the upttatee BSD license,
it is unlikely that there will be any for a long time. Hopefully, the updates to GBwill mean
that there are no new versions of that needed for a similar period.

EU Commission proposes to criminalise European software

FFIl Press Release
Brussels, 12 May 2005

The Commission’s recently relaunched “Enforcement Directive” (IPREID05/0127 (COD))
proposal aims to criminalise all intentional and commercial IP infringements &r twdcombat
organised crime” and to “protect national economies and governmeniss. hbwever results
in the Commission exceeding its competence and is criminalising many EU busimagses
unjustified and ill-conceived measures.

A company may infringe on a patent if it thinks the patent would not stand upurt.cThis is
common business practice, in particular in the software industry where @esitp are granted
on insufficient legal grounds. And while Commission is seeking to criminalisgthidice, the
US is reconsidering its “treble damages” policy in such cases precisedybeof widespread
abuse.

Jonas Maebe, FFIl board member, comments: “Does the Commission reallg totenimi-
nalise Europe’s entire software industry? Can it name even one compoggam which does
not infringe on a single patent granted by the European Patent Officg®ems they want to
replace the Lisbon goals with an Alcatraz program.”

“The EU-Commission proposed means which divert law enforcementires® and which are
not well suited to combat organised crime” adds An@ebentisch, FFIl WIPO representa-
tive. “Appropriate definitions for counterfeiting and copyright piracg already available in
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other EU regulations, but here the Commission prefers rather vague téogymvehich puts our
knowledge economy at risk.”

Ante Wessels, FFIl analyst, notes: “In only 10 of the EU’s 25 member gtatesit infringement
is a crime today. Does this lead to distortion in trade, does it give the countridsch it is not
a crime a competitive advantage? Nobody has ever claimed such a thingfdrbehere is no
legal ground for including patent infringement in this directive. Theeeldr more IP rights for
which this question has to be answered.”

Pieter Hintjens, FFIl President, concludes: “We're very concernaehwe see IP enforcement
being idolized like this, regardless of the consequences. There is aahdgatal debate about
whether we need patents at all in the software industry. This law ignoreddhate and seeks
to enforce those patents, labeling businessmen as common criminals, teroomstdiosi.”

A full analysis is available at:
http://wiki.ffii.org/lpred2060510En

Background information

Patent infringements currently constitute a criminal offence in 10 of the 25 miestates. In

the Netherlands the government previously already proposed to take jpditimgements out of

criminal law, exactly because in practice criminal provisions are genenadlyited and unused
for handling such issues.

The proposal stresses that law enforcement bodies should statigatiess at their own initia-
tive, i.e. without a complaint from right holders. Law enforcement offécieowever are often
unaware, and rightly so, about private or even public licensing agmsnteee e.g. a UK Trad-
ing Standards official having a hard time believing that companies can legalyl the freely
distributable Firefox web browser
http://business.tinesonline.co.uk/article/0,,9075-2051196, 00. ht m

Apart from patents, many other rights are subsumed under “IP” wherdirth between in-
fringement and non-infringement is very blurry. See e.g. the Da VindeGmase (copyright),
or Microsoft vs MikeRoweSoft (trademarks). Criminal law howeveiegs very clear bound-
aries. Not being able to know beforehand whether one commits a crimireadcaffor not is
unacceptable both morally and in terms of justice and human rights.

In case of infringement, the right holder is usually interested in compengaiwhlaw), not
punishment (criminal law). Criminal law must be reserved for criminals, otiserit risks to
lose all authority, effectiveness and respect.

Criminal law enforcement is paid for by the public. As Dutch Minister of Judfioaner said:
“[Commissioner] Frattini mentioned counterfeiting a Ferrari, but isn’t treat&i's business?”.
The directive also received a lot of attention in the Netherlands becaissis tine first time
Brussels interferes with criminal measures without member states having.a Wetanore
information, see:

http://w ki.ffii.org/lpredDonner 060428En

Both the Dutch Minister of Justice, and Professor in Law Reto M. Hilty (Max&Kkanstitute
for IP) have noted that the only ground for this directive proposabeathat it solves a distortion
in trade between member states. There are no known indications that thig iadee case. For
more comments by Professor Hilty on this directive, see:

http://ww.ipred.org/Hlty

Links

Full analysis of the text: “IPRED2: European Community goes criminal”
http://wi ki.ffii.org/lpred2060510En

EDRI/FIPR take on the new proposal:
http://ww. edri.org/edrigran nurber4.9/ipcrim nal
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Directive text:
http://regi ster.consilium europa. eu/ pdf/en/ 06/ st 08/ st 08866. en06. pdf

The FFII is a not-for-profit association registered in twenty Europeamiries, dedicated to
the development of information goods for the public benefit, based orrigbpyfree competi-

tion, open standards. More than 850 members, 3,500 companies andQL80pprters have
entrusted the FFIl to act as their voice in public policy questions concermitigston rights

(intellectual property) in data processing.

FSF Press Release: Protesters Provide a Nasty “Vista” for
Gates

Free Software Foundation
As Microsoft developers gathered in Seattle to hear Bill Gates’s keypeteck on the future
of Microsoft and the coming release of its updated operating system Vist@spers wearing
bright yellow Hazmat suits swarmed the entrance of the city’s conventianesetelivering an
unsettling message to the corporation: your product is defective amadduas to users.

The surprise protest marked the launch of DefectiveByDesign.orgreat-@Gction campaign
that will target Big Media and corporations peddling Digital Restrictions Mangent (DRM).
“Flash protests, direct actions, and practical ways that people camvgbted and help stop the
stupidity of DRM,” is how campaign manager Gregory Heller described thgsgoots effort.

An initiative of the Free Software Foundation (FSF), Defective By Desgmging all technol-
ogists to get involved at the start of the campaign. “Technologists areavese of the dangers
of DRM,” said Peter Brown, Executive Director of the FSF. “We see thitha tip of the iceberg
and it is our duty to do something about it.” The tech community is uniquely qualifiézhatb
this effort, in Brown’s view. “We know about the collusion of Big Mediayid® manufacturers
and proprietary software companies to lock us down,” he continueckitd@im is to put Digital
Restrictions Management (DRM) into all our computers and homes”.

Brown’s case is simple: the computers, high-definition screens, phmuoes; players and video
players that are currently being sold are “defective by design”. & pesducts don't respect the
user’s right to make private copies of their digital media. These devices makrovision that
would allow art, literature, music or film to ever fall into the public domain. Effesy, the
media purchased for these devices does not belong to the user —ttahetworking of these
DRM'd devices means that as the user watches a film, reads an e-bogkalres channels on
their HDTYV, their habits can be recorded and actions monitored. The isgtkt over time,
DRM technology will negate, if not completely eliminate, the rights of the indiidua

“In any other industry, such limitations or invasions would be consideredrfiajgs. A media
player that restricts what you can play is like a car that you won't let year$ said Brown.
“Products containing DRM are defective — only, unlike other producesdtdefects are delib-
erately created by an industry that has long stopped caring about us.”

With DRM in place, media conglomerates can change the rules whenever ém¢yl@ading to
more restrictions on the individual.

“Media bosses scream ‘pirate’ equating sharing with murder and kidhap,sue our college
students. They then steal our rights and impose crippled products upgaailasHenri Poole,

Chairman of CivicActions and a coalition partner in the campaign. “Mediadsobave long
been the ‘gatekeepers to the market’ for artists. Now they are threatgneelbdistribution

methods that give artists new freedoms and direct access to an audi2Rtéis the media
bosses attempt to re-impose their rule”.
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Today's event is the first in a series planned by DefectiveByDesighat will mobilise indi-
viduals to make a stand against DRM.

About Defective By Design

DefectiveByDesign.org is a broad-based, anti-DRM campaign that istiaggBig Media, un-
helpful manufacturers and DRM distributors. It aims to make all manufasturary about
bringing their DRM-enabled products to market. The campaign aims to identiffettve”

products for the consumer. Users are being asked to stand up in eefetheir existing free-
doms and to take action by joining at http://DefectiveByDesign.org

About the Free Software Foundation

The Free Software Foundation, founded in 1985, is dedicated to pronmdmguter users’
right to use, study, copy, modify, and redistribute computer programe.FB¥ promotes the
development and use of free (as in freedom) software - particularly g Gperating system
and its GNU/Linux variants - and free documentation for free software. H3F also helps to
spread awareness of the ethical and political issues of freedom indlof ssftware.

For further information, see:
http://ww. fsf.org

System Administrator Appreciation Day

Ray Miller
Friday July 28th 2006 sees the 7th annual System Administrator Apprecagipnr the one
day of the year when computer users across the globe stop to think ofdplke pého keep their
computers and networks running. This year, UKUUG would like to do somgfimto add to
the celebrations.

We're offering a copy of “Even Grues Get Full” (The fourth User Rds collection) to the
member who comes up with the best idea for our contribution. This could bstarpesign, a
slogan for a T-shirt or mug, or an idea for some sort of sysadmin gethiiegeJse your imagi-
nation! Please send us suggestions to reach us no later than 7th Juha@00&ep your eyes
peeled for something from UKUUG when the day comes around. Sendsyggestions to:
ukuug@kuug. org

For more information about this and previous years’ System Administratpregation Days,
see
http://ww. sysadni nday. conf

BSD in a Panic

Michael Lucas
My employer’s main business is designing Web applications, but once tippsieaions are
built our clients turn around and ask “Where should we host this?”.

That's where | come in, building and running a small but professionalegdada centre for
custom applications. As with any new business, our hosting operation hradke the most
of the resources we had. Our resources were strictly limited to cast+offvage from the web
developers and free software. The only major expense was a big-rammaercial firewall,
purchased for marketing reasons rather than technical ones. WitB3Beend a whole mess of
open-source software, we built a reliable network management systeprékales the clients
with a great deal of insight into their equipment.
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The clients, of course, pay for their own hardware and so have faghyend rackmount servers
with their chosen applications, platforms, and operating systems. We've spgraded the
hardware — warranties are nice, after all! — but have seen no needatgeithe software.
One day, a customer that had expected to use very little bandwidth fountiélgdtad enough
requests coming in to use close to twice the bandwidth we had for the entireetidite. CT his
affected every customer, slowing the entire hosting environment to spesgsrable to a snail
in molasses. If your $9.95/month web page is slow you have little to complain daittyour
$50,000/month Web application is slow you pick up the phone and scream wstbpis. To
make matters worse, my grandmother had died only a couple days before.

Visitation was on Tuesday, and the funeral was Wednesday morningddaonorning | handed
the problem to a minion and said “Here, do something about this.” | knewmadttdcould be
managed at many points: the Web servers themselves, the load balancet iof fthem, the
commercial firewall, or even the router. Tuesday after the visitation | feuypndellphone full of
messages. Internet Information Server can manage bandwidth — in eighbyte increments
and only if the content is static HTML and JPEG filles. With several Web setvehind the
load balancer, that fell somewhere between useless and laughableadifi@lancer did support
traffic shaping, if we bought the new feature set. If we plopped dowreditccard number,
we could have it installed by next Sunday. Our big-name commercial firalgalhad traffic
shaping features available, if we upgraded our service level and paadditional (and quite
hefty) fee for the feature set. That left the router, which | had preshoimvestigated and found
would support traffic shaping with only a flash upgrade.

I was on the phone until midnight Tuesday night, making arrangements to@oargency OS
upgrade on the router on Wednesday night. | had planned to go to thelfiméhe morning,
give the eulogy, go home and take a nap, and arrive at work at midregdi/rto rock. The
funeral turned out to be more dramatic than | had expected and | shgwatiwork at mid-
night sleepless, bleary-eyed, and upright only courtesy of the twirsiblgs of caffeine and
adrenaline. In my email, | found a note that several big clients had threbtefeave unless the
problem were resolved Thursday morning. If | hadn’t already bé®ssed out, the prospect of
choosing a friend to lay off would have done the trick.

Still, only a simple router flash upgrade and some basic configuration sttwedse me and
relief. What could possibly go wrong? The upgrade went smoothly, lutdhter behaved
oddly when | enabled traffic shaping. Over the next few hours, | geeal that the router
didn’t have enough memory to simultaneously support all of our BGP faedsthe traffic
shaping functionality. Worse, this router wouldn’t accept more memoryab®iut six in the
morning, | got an admission from the router vendor that they could notrhelpl hung up the
phone.

The first client who had threatened departure would be checking irvan gkirty AM. | had
slept four hours of the last forty-eight, and had spent most of that tinderua fiendish level
of emotional stress. | had already emptied my stash of quarters for thersmddne, and had
been forced to pillage a co-worker’s desk for his. The caffeine aineraline that had gotten
me to the office had long since worn off, and further doses of each maoeled my collapse.
We had support contracts on every piece of equipment and they wergetdiss. All the hours
of work | had put in, and my team before me, left me with a sum total of abdptthing. |
made myself sit still for two minutes simply focusing on breathing, making my headbttng
around loose on my shoulders, and ignoring the loud ticking of the sevger clock.

What could be done in ninety minutes — no, now only eighty-eight? | really hadaly option.
If it didn’t work, | would be choosing someone to lay off or filing for uneloyment myself.
6:05 AM. | slammed the floppy disk into the drive and started downloading te@B®D install
floppy then grabbed a spare desktop machine, selecting it from amonggsimalar machines
by virtue of it being on top of the pile. The next few minutes | alternated betiééng the
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few required installation commands and dismantling every unused machinéyelecugh to
be in reach to find two decent network cards. By 6:33 AM | had two IntetEERpress cards in
my hands and a new OpenBSD 3.5-snapshot system. | logged in longhetoosigut the system
down so | could wrench the case off, slam the cards into place, andagegt. OpenBSD’s
builtin PF packet filter includes all sorts of nifty filtering abilities, all of which haged in
favour of the traffic-shaping functions. By 6:37 AM | was wheeling at egith a monitor,
keyboard, and my new traffic shaper over to the rack.

Here, the killer problems manifested. | didn’'t have a spare switch that t@udle our Internet
bandwidth. The router rack was jammed full, leaving me no place to put thehegyes | lost
almost half an hour finding a crossover cable, and when | discovered was only two feet
long. The router, of course, was at the top of the rack. Fortunatelyut the desktop PC on
end and left it sitting on the cart, the cable just reached the router. | dismbhis about 7:10
AM. | stacked everything so it would reach and began re-wiring the mitewad reconfiguring
subnets. | vaguely recall my manager coming in about 7:15 AM, asking wittcédnness if
he could help. If | remember correctly, as | typed madly at the router densaid “Yes. Go
away”.

At 7:28 AM we had an OpenBSD traffic shaper between the hosting ackaamouter. All the
client applications were reachable from the Internet. | collapsed in my ahdistared blankly
at the wall. While everything seemed to work, the proof would be in what évagxqb as our
offending site started its daily business. | watched with growing tension eslitat’s network
traffic climbed towards the red line that indicated trouble. The traffic grewdbghort of the
danger line — and flatlined. Other clients called, happy that their serviceastsed to its usual
guality. (One complained that his site was still slow, but it turned out thatwialtidl problems
had masked a problem with his application.) The offending client complainethiéiatveb site
was even slower than before, to which we offered to purchase mocknidth if they'd agree
to buy it.

Today, | have two new routers and new DS3s. The racks are cleém agtdout extra cables
from thrown-together solutions. The desktop machine has been refigcado OpenBSD
boxes in a live-failover configuration, providing protection for our hgne commercial firewall
as well as shaping traffic. My thrown-together OpenBSD desktop maisiting in the corner
of the hardware room. The sign on it says “DO NOT TOUCH: EMERGENCSEJONLY”.
Should the clock tick down on some other problem, well, at least | won’t tmspend the thirty
minutes it took to install.

Introducing the Template Toolkit Part 3

Dave Cross
Using Templates from Perl
Over the last couple of issues we have been looking at using the Templ#¢s taon the
command line using the utilities “tpage” and “ttree”. None of the examples thatwe lboked
at have involved us writing a single line of of Perl code.

That’s fine for simple projects, but as things get more complex it makes semkea lot of
the heavy lifting in something a bit more powerful than the Template Toolkit'semtasion
language. The TT language was never designed to be a generas@pnogramming language.
It's a specialised language for controlling the presentation of data.

As the Template Toolkit is written in Perl, it's easiest to use it from within Pergams. So
that’s what we will use in this article.

Having decided that we are going to split the processing between a Bgrapr and a template
the next thing we need to do is to decide exactly where to make this division. Ixpeyience
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this is usually a pretty simple decision to make. Most programs fall quite neatlymetsection
that gathers all of the required data and another which presents the tiadauser.

If you're having trouble deciding where to make this split then it's often wistef consider
an alternative display medium for your data. For example, if you're buildiqdain text file
consider what you would need to change if you were to build an HTML gageaining the
same data. The data is exactly the same, it’s just the presentation that hgsdth&a the bits
of processing that need to change are the bits that should be in the template.

Using the Template Toolkit from Perl

The main interface to the Template Toolkit from a Perl program is the Templatalenotem-
plate is an object oriented module, but don'’t let that scare you. It's reafly simple to use.

Like all Perl modules, you load the Template module into your program with $leestatement
like this.

use Tenpl at e;

You then need to create a Template processor object using the “new” methiscan be as
simple as this

ny $tt = Tenpl at e- >new;

But there is also an optional parametenwsw. We'll look at that a bit later on.

To use the Template processor object, we callghecess method, passing it the name of a
template to process.

$tt->process(’'tenplate.tt’) or die $tt->error;

The template processor looks for the template file in the current directorit ése how to
change that later) and processes it in exactly the same whapage orttree would. The
results of processing the template are writteB8T®OUT (but we’ll see how to change that very
soon).

Notice that if there is any problem processing the template pn@rcess returns a false value.
We can check for that and use teer or method to produce a suitable error message as we
terminate the program.

Passing Variables to the Template

Of course most templates need some kind of input in order to do anythingj.udét t page
andt t r ee we used the - def i ne var =val ue options to pass variables into the template.
There must be a way to do something similar from Perl.

And, of course, there is.
Thepr ocess method takes an optional second parameter which defines the variablégethat

template will use. This parameter is a reference to hash. The keys of tharteathe names of
the variables and the values are the associated data.

You can therefore define variables like this:

ny %ars = (name => 'Dave Cross’,
emai | => 'dave@xanpl e.com);

$tt->process('tenplate.tt’, \%ars) or die $tt->error;

This code defines two variables calledme andenai | which can be referenced within the
template. You don't have to stop at scalar values like the ones seen loereaiY build any kind
of complex data structure.

ny %ars = (invoice => {
nunber => '101",

dat e => '1st April 2004,
client => ' Exanple Inc.’,
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addr => ' 1000 Exanpl e Road, Exanpleton’,
lines =>]

{

desc => 'Reversing polarity’,

price => '1000’

H

{

desc => 'Regeneration care’,

price =>"'2000’

}

]

1

This example shows a complex, multi-levelled data structure that models an invole

i nvoi ce variable is a hash and its parts can be accessed within a template as, for example
i nvoi ce. nunber andi nvoi ce. dat e. The value fori nvoi ce. | i nes is an array, so
you can access the individual items as, for examipte,0i ce. | i nes. 0. desc or you could
use it in aFOREACH loop. We'll see more of this example later, but if you want more informa-
tion about using complex data structures in Perl, se@érd r ef t ut andper | dsc manual
pages.

Most Perl programs that use the Template Toolkit will spend a large p#neoftime building

an appropriate data structure to paspto@cess.

Controlling Output

As | mentioned previoushpr ocess sends its results t8TDOUT by default. You can change
by using its optional third parameter. This can take a number of differeastgpvalue. The
most common of them is a string which is assumed to be the name of a file. The footptite
template is written to this file.

Another option is to pass a reference to a scalar variable. In this casautygt from the
template is put into that variable. This is useful if you want to post-processutput in some
way.

There are a few other more esoteric alternatives. For details of thedeesg@cumentation that
comes with the Template Toolkit.

More Options

Last month we saw some other options thar ee uses to control exactly how the template

is processed. We can do the same thing with the Template module. In fact thisdngétes

us even more options. The processing options are set up when yoe arnesnplate processor
object withnew. Thenew method take an optional argument which is a reference to a hash of
options.

ny %options = (I NCLUDE_PATH => ' ./lib’",

OQUTPUT_PATH =>'./out’,

PRE_PROCESS => 'header.tt,
POST_PROCESS => 'footer.tt’);

ny $tt = Tenpl at e- >new(\ Y%opti ons);

In this code we set four option$ NCLUDE_PATH defines a directory where the template pro-
cessor will look for any templates. If you want more than one directory se¢this option to a
reference to an array of directories.

INCLUDE_PATH => [ '.", "./lib, "/opt/tenplates’ ]
QUTPUT _PATH defines the directory where any output files will be written.

PRE_PROCESS and POST_PROCESS define templates that will always be processed before
and after and templates passeg@tacess. This can be useful if, as in this example, you want
to add a header and footer to every template.
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| often usePRE_PROCESS to process library templates that contain configuration data. Both
of these values can also be set to an array reference if you wanttorgrest-process multiple
templates.

PRE PROCESS => [ 'config.tt’, 'header.tt’ ]

Creating Invoices

For this month’s example we’ll look at creating invoices. Assume that we Hatails of in-
voices in a database and that we have a Perl module daitedi ce that gives us access to the
invoice data. See the sections below: “The Invoice database” and¢gpm” for more details
on how these are set up.

Here’s a simple text template for an invoice

INVOCE [%invoice.id | format(’'9%05d" ) %
Date: [% invoice.invdate %
To: [%invoice.client.nane %

[ % FOREACH addr _line = invoice.client.address.split(’'\n") -%
[% addr_line %
[ % END - %

[% FOREACH line = invoice.lines.sort('line_no') -%

[%line.description | format(’ % 40s’) %Y £[%line.price | format(' % 2f') %

[ % END %

[% Total:’ | format (' %10s’) %4 £[%total | format(' % 2f') %

This template expects an Invoice object to be passed to it in the variaklei ce and also the
total value of the invoice in the variabteot al . Most of the data that it needs is in the invoice
object and it can access this by calling the object’s various methods usidgtthetation. No-
tice that these dots can be strung together to create expressionsVikéce. cl i ent . name

to get the name of the client associated with the invoice.

We've also made good use of ther mat plugin. We use it to ensure that the invoice number
always has five digits and to ensure that the prices all have two decimal,gmihtge also use it

to ensure that the descriptions are all padded to forty characters antbtieethe price column
lines up correctly. All of these considerations are about the presentdtithre data, so they
quite rightly belong in the template.

The Invoice Program
Here’s the program that calls the invoice template.

#!/usr/ bi n/ perl

use strict;
use war ni ngs;

use Tenpl at e;
use | nvoi ce;

ny $id = shift || die "No invoice nunber given\n";

ny $fnt = shift || "txt’;
ny $inv = Invoice->retrieve($id) || die "Invoice $id not found\n";
ny $total;

$total += $_->price foreach $inv->lines;
ny $tt = Tenpl at e- >new,

ny Wars = ( invoice => $inv, total => $total );

23



news@UK UKUUG Newsletter

$tt->process("$fnt.tt", \%ars, "inv$id $fm") or die $tt->error;

The program starts by loading teér i ct andwar ni ngs modules - which no Perl program
should be without. It then loads tAenpl at e andl nvoi ce modules which we will specifi-
cally need for this application.

The program expects two arguments. The first is the number of the invopredess. This is
mandatory and the program dies if it isn’t given. The second argumenmtiisnal and defines
an output format. The default formattixt .

The program then retrieves the invoice from the database using a meth@t #ss: ;. DBl has
created for us in ournvoi ce class. Having successfully retrieved the invoice we calculate the
total by adding together the price fields from all of the lines in the invoice.iAdhel i nes
method was automatically created ®yass: : DBI .

Then all that's left to do is to create our template processor object andgwtite template. We
use three arguments to theocess method. The first argument is a string containing the name
of the template to use. For the text format we'll uset . t t . The second argument is a hash
containing the variables. The third is the name of the output file. For text msptbe name
will be something like nv1. t xt .

Running this program with some simple test data gives the following output.

I N\vO CE 00001
Dat e: 2004-05-01

To: The Doctor
The TARDI S
Sonewhere in space and tine

Reversing polarity £1000. 00
Regeneration care £2000. 00

Tot al : £3000. 00

But what happens when we decide that we also want to put out invoicesiroweb site? Or
that we want to create RTF versions of invoices that can be edited in GfiEnarg?

This is where the work of separating the data collection from the presentatidiy pays off.
By just creating a new template, we can create a new view of our data v&ly. ddere is an
example HTML template.

<htm >
<head>
<title>Invoice [%invoice.id | format(’ 9%95d" ) AY</title>
</ head>
<body>
<hl>INVO CE [%invoice.id | format (' %95d" ) 9% </ hl>

<t abl e>
<tr>
<td>Date: </td><td>[ % i nvoi ce.invdate % </td>
</tr>
<tr><td col span="2">&nbsp; </td></tr>
<tr>
<td valign="top">To: </td>
<td>[ % i nvoi ce. cl i ent. naneg;
invoice.client.address.split(’\n ).join(’<br>") -%
</td>
</tr>
</tabl e>
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<t abl e>

[% FOREACH line = invoice.lines.sort(’'line_no’) -%
<tr>
<td>[ % | ine.description %Y</td>
<td>E[% line.price | format(’ % 2f') % </td>
</tr>
[ % END %
<tr>
<td align="right">Total:</td>
<td>E[%total | format(" % 2f') UY</td>
</tr>
</tabl e>
</ body>

</htm >

Basically this does the same things as the text template, but it produces HTidadnsf plain

text. Instead of worrying about lining up the text columns, we have usddlH&ables. Instead
of displaying a pound sign, we use t&pound; HTML entity. Simply put this template into
ht m . tt and our existing script can be used unchanged to create HTML pagedadt that

we find it so easy to create another view of the data means that we mustdidkie geparation
of processing and presentation just about right.

The Invoice database

We'll assume that we have a very simple database that stores details ofvoioes The
database has three tables which contain data about clients, invoices aiue ilves. Let’s
look at the tables one at a time.

The Client table

Each of our clients has one row of data in the client table. Each row cortkardient’s name
and address together with a unigue identifier for the client. In MySQL, tfimitien of the table
looks like this

CREATE TABLE client (

idint(11) NOT NULL,

name varchar (50) default NULL,
address varchar (250) default NULL,
PRI MARY KEY (i d)

)

The invoice table

Each invoice that we send will create one new row in the invoice table. thsmnthe invoice
number and date along with the id of the client that the invoice was sent to. Bleedfinition
looks like this

CREATE TABLE i nvoi ce (

idint(11) NOT NULL default 'O,

i nvdat e date default NULL,

client int(11) default NULL,

PRI MARY KEY (id),

I NDEX fk_cli (client),

FOREI GN KEY (client) REFERENCES client(id)

)
Notice that we have also given the table a foreign key which declares thak tkent column
in this table is a reference to the column in the client table.

The line table

Within an invoice we have a number of invoice lines. Each of these repsesea of the items
that the invoices charges for. An invoice line has a number, a descrigtiba goods or services
sold and a price. It also contains the number of invoice that it belongs to.
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Here’s the table definition:

CREATE TABLE line (

i nvoice int(11) NOT NULL default 'O,
line_no int(11) NOT NULL default 'O,
description varchar (250) default NULL,

price float(10,2) default NULL,

PRI MARY KEY (i nvoice,|ine_no),

I NDEX fk_inv (invoice),

FOREI GN KEY (i nvoi ce) REFERENCES i nvoi ce(id)
)

Notice that once more we've defined a foreign key linking the line table batketonvoice
table.

Invoice.pm

When you are creating a Perl application that talks to a database it's Hgregood idea to
isolate all of the database interaction in one place. And usually it makestsemste a module
to handle it all.

Writing Perl modules really isn’t as hard as you might think and there areyptdriools out
there to make it as easy as possible. | have recently started using the iGbeske: : DBl for

all of my database work. It's a wrapper around Perl’s standard degabterface module (called
DBI ) and it's a very easy way to create very useful classes built arountatze tables. Here are
the contents of my filé nvoi ce. pmwhich contains all the database code for this application.

package | nvoi ce;

use C ass::DBl:: Loader;
use Cl ass::DBl:: Loader:: Rel ati onshi p;

ny $l oader = O ass::DBIl::Loader->new(dsn => 'dbi:nysql:invoice:tm2’,
user => 'invoice',
password => 'invOlce');

ny @els = (
"a client has invoices’,
"an invoice has lines');

$l oader->rel ationship($_) for @els;

1

That's about a dozen lines of code and when we load it into our progsétimi{se | nvoi ce)
we'll get three new classéd i ent , | nvoi ce andLi ne which are object-oriented interfaces
to our three tables.

The cleverest thing about this tool is that it also understands the relafisrimstween our tables.
This means that if we've got dmvoi ce object, it is very easy to get its associatdd ent
andLi ne objects.

For more information about how this all works, search fdol ass:: DB,
Cl ass: : DBl :: Loader andd ass: : DBl :: Loader:: Rel ati onshi p on
http://search. cpan. org/

UKUUG/Apple Technology briefing - OS X for Intel

Roger Whittaker
This event was jointly organised by UKUUG and Apple and took place onfteenaon of 20th
April 2006 in central London.

26



news@UK UKUUG Newsletter

There were two speakers: Graham Lee of Oxford University Phyigmrtment, whose title
was “Integrating Intel into a PowerPC Network”, and Eric Albert of Appleo gave a longer
talk covering many aspects of Apple’s move to Intel processors, with pkaticeference to
scientific computing.

Graham Lee manages a lab consisting of Apple machines which are uggddbcal program-
ming work for students, particularly using the Xcode development toolsemiycthis lab has
begun to use new Intel machines alongside the existing PPC machines. [erootdiue, as he
demonstrated with a photograph, the Intel and PPC machines are virtualticadeis aim
was to ensure that users could log in and use any machine in the lab withodiffengnce in
their experience and without even needing to know which architectureatbieyon.

In particular Graham discussed the universal binary format and thédgddor creating these
from their architecture-specific counterparts. The Xcode tool presihost-architecture-only
binaries by default, and he described the steps he has taken to makat@uodversal binaries
(essential if students are to be able to log in and continue their work at arfymaan the lab).

As yet, installation and netboot images are still architecture dependent: esetass from
bombi ch. comto solve this problem.

For the open source tools from fink and darwinports, universal igiare still not an option.
This means that the lab has been forced to maintain dual directory trees fardtlarchitectures.

Graham'’s slides are available at:
http://ww. ukuug. or g/ event s/ appl e06

Eric Albert’s talk took up the remainder of the afternoon. He began by talidogit the reasons
for the switch to Intel, though it should be said that he discussed this topétydgartechnical
terms, with very little said about any possible commercial or political reasotisdathange. At
various points throughout the talk he mentioned various necessary talghr@parations which
were being made for the change well before any announcement was tmaiged, Mac OS
X has always been compiled internally on both architectures, so the devetb@mnd testing
process has been a long one.

He went into a fair amount of detail about the technical details of the transiii@nicularly
“endian” problems. The layout of universal binaries was explainad, Exic was at pains to
explain that there is no performance hit as a result of the use of uaivgiraries, and that
the additional disk space used is not a major problem, the overall size ofSHea@ng only
increased by about 30% as a result.

Eric also described Rosetta, Apple’s on-the-fly translator which cacuex®PC binaries on the
x86 architecture. Although there there is inevitably a performance hit,tRoserks well with
certain limitations: it is not able to deal with “classic” (Mac OS 9) applicationgldb cannot
of course deal with G5-specific (64-bit) applications (as 64-bit Intgbl&p do not yet exist),
and can’t handle browser extensions or kernel extensions.

Other issues that caused problems for the switch of architecture wete'$\lggacy “resource
fork” and “resource file”, the handling of aliases, byte order in UBdhicode files as well as
problems compiling code with all but the most recent versiorggoaf.

Eric also touched on virtualisation, the EFI boot architecture and the tyesthat OS X has
in not having any legacy baggage on the Intel platform to support, wiasmteant that it has
been easier to support the advanced features of the modern prsdestse full.

The talk ended with some discussion of scientific software on OS X for Int#uding OsiriX,
Wolfram Mathematica and GeneSpring, all of which are now available ireusa binary for-
mat.

UKUUG wishes to thank Massimo Marino, Alan Bennett and Eric Albert froppl&k, and
Josette Garcia from O’Reilly for all their work associated with this event.
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C in a Nutshell: A Desktop Quick Reference
Peter Prinz and Tony Crawford

O’Reilly Media

ISBN 0-596-00697-7

608pp.

£ 28.50

Published: January 6, 2006

reviewed by Graham Lee

“C in a Nutshell” caught my interest in a way that no other C referenced head ever managed
to achieve. A large part of its refreshing approach comes simply fromaittettiat this is a
new book, not a revised edition of an existing work. This means that Esabfrthe language
new with C99 are treated alongside the longer-standing features, raimebdiing relegated
to sidebars or footnotes. For instance, the chapter on functions incdusiesion on the new
inline keyword, and the new boolean and complex floating-point typesiscassed in with the
familiari nt ,char and friends. Such newer features are still marked out as such in thartdxt,
this approach is useful as it reminds those familiar with older variants of G2adf989-specific
revisions, without giving newer readers the notion that such portiemsanehow novel or side
issues.

The heavy use of example code in “C in a Nutshell” complements the full treatrhi@ topics
in the text. Where a complete discussion of pointer operations takes up #dyges, | half-page
example function demonstrates the commonly-used aspects more succinalghdpter on
memory management is almost exclusively devoted to an implementation of a bazach s
tree, again to demonstrate ‘real-world’ use of the matter under study.t/Athird of the book
is given over to the chapter on standard library functions, and with most dlhmodern Unix
platforms distributing a comprehensive online manual, again the examplesngfsiandard
library functions are what make this section. It isn’t going to break me butyingrained
“man foo” habit, but for those times when the man page is just a little too terse thibevdl
great fallback. A quick word of warning though: in discussirag h. h functions, the examples
relate only to situations where the functionseet no on error. Consideration of floating-point
exceptions is covered elsewhere in the book. This had me going for afgwdtburs as | tried
to work out why the example didn’t behave the same way on my system as theirs

The final section (under 100pp) of the book covers the GNU tgols, make andgdb. |
can’t work out why this section should exist at all; not only are there béited certainly more
complete) discussions of the GNU toolchain available, but the style shiftsfeimy a reference
to an overview. A reader with a serious interest in using these tools for@hdevelopment
would be better off with more specific references for them, such as thddeddcumentation
or a different book.

The content is mercifully low on errors; it's all too common for books with laggantities of
code fragments to contain gremlins, but in this case both the code and teoft ligh qual-
ity. The few mistakes | noticed didn’t seriously affect the book’s utility asfenence; for
instance in the previously-mentioned binary search tree example, the tettteacode disagree
on whether equality is treated with the greater-than or less-than case idliia@nin practice
it wouldn’t matter which were used. As with much of the Nutshell series, thik e aimed
at the competent programmer who needs a quick reference, not atgimadre As a teacher
of C programming, | had been looking for a reference work which caVé¢ne C99 version of
the language standard, and did so in a readable format free of omissidresrars. “C in a
Nutshell” did not disappoint, and the utility of the standard library referemas a welcome
surprise.
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Linux Server Hacks: Volume 2
William Von Hagen and Brian J Jones
O’Reilly Media

ISBN 0-596-10082-5

478pp.

£ 20.99

Published: January 6, 2006

reviewed by Mike Smith

| don't believe it: | knew I'd reviewed the original Linux Server Hacksol for the newsletter,
but didn’t realise it was nearly three years ago! How time flies.

As the name suggests, this second volume is not a 2nd edition, but a compétebpak. To

set the scene, for both the book and this write-up, the authors explain prafaece that they
both owned the original work so my expectation is for more interesting and advanced
hacks in this volume. This volume also has nearly twice the number of pages\aflthme one.

The book is split, in the usual way, with chapters on various different $apuding (but not
limited to) authentication, remote access, services, storage, securityegloobting, monitor-
ing and recovery.

I've read a few chapters now and, lets get to the point: | don't like thikboo

I have a feeling I've said this before in a review — a hack is something ¢lav@mbination of
techniques and tricks to come up with something new. So far | have foundhitks book to be
just a set of simple HOWTOs.

Even worse, there are a couple of “hacks” that tell you how you shihudd about getting Linux
introduced into your (corporate) environment, and 2) prioritise youkwloy writing lists, and

stating when you need to get something done, no less). What have thiggeagot to do with

Linux server hacking?

There are even “hacks” that talk about setting up remote printers in Wmdod OS/X —in a
Linux Server hacks book for heavens sake. | think they've reallytlesplot. (Yeah, okay its
related to CUPS, but come on.)

Some of the HOWTO-like activities are: installing DHCP (using up2date, apétgg using
PAM; configure Kerberos (not possible in the couple of pages givérettask); lock an account
by using an asterisk in /etc/shadow (!); stop all logins with: touch /etc/noldgin (

Some of the recommendations are: use VNC; setup ntp; use macros in iigvediles to free
up space (wtf?).

There may be something useful, but if there is I'm not going to find it asdiven up —it's a
disappointing book.
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Skype Hacks

Andrew Sheppard

O’Reilly Media

ISBN 0-596-10189-9

342pp.

£ 17.50

Published: December 16, 2005

reviewed by Mike Smith

See the combined review below.

VoIP Hacks

Theodore Wallingford
O’'Reilly Media

ISBN 0-596-10133-3
326pp.

£ 20.99

Published: January 6, 2006

reviewed by Mike Smith

| thought it a good idea to review this pair of books to compare their contertheasubject
matter of the two is related. Skype is obviously one form of VoIP, and weldhexpect the
VoIP book to look at SIP phones, H.323 and hopefully a range of wideeis This review also
continues a theme from previous newsletters, as | have looked at a nofithermembers of
the hacks series now.

Both books are a little thicker than the previous hacks books | have studiey still have 100
hacks, and this is an indication of richer content, and bodes well.

Skype Hacks

This book is split into 12 chapters, ranging from the basics of setting ug@amiburing Skype
through to advanced uses for business, mobile devices, chat, voicerdaib@ls. The last
chapter on automation looks interesting, with email, calendar and SMS integration

I've had Skype for a long time, but not a regular user, and at one diddmiy some SkypeOut
credit just to try it out. | should have heeded hack #21, which warnswoto forget that you

need to actively use SkypeOut at least once every 180 days, or s®yadoir outstanding credit!
With renewed interest because of this review, | tried to use some of myeay@ar 7 Euro credit
reported by the Skype client — only to find out when | attempted a connectritbdit is no

longer there. Rats.

Most people look at Skype, and VoIP in general, because they waatitwe their telephony
costs. Of course this is true with Skype when calls are placed only oventinmét. However
you have to think twice if you're considering Skypeln or SkypeOut. Cawtdr in the cost of
calls is the unit of time that call durations are rounded up to for billing — whetbesecond, per
6 seconds or per minute, say. SkypeOut uses per minute billing (roungitwthe next whole

minute) so if you have something less it may not be a straight-forward reductoamsts for you

(though in general I'm sure it probably is). There’'s a whole chapgelichted to the financial
side in this book.

[I hadn't heard the term Dry DSL previously — meaning a DSL service witlam associated

telephone number and voice service. We're getting to the stage where thid b a real
benefit in the UK as we could run all of our home and office voice overdtdmaway with the
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analogue services. Let’s hope.]

There’s a nice Skype toolbar, outlined in Hack #43 that will let you call tedee numbers
using Skype from a browser, and you can create shortcuts to commorers/ountacts by
using command-line parameters, which is great (Hack #49).

Hack #54 outlines how Skype can be used to provide call centre facilitiesd this amazing,
but not sure if anyone is using it in this manner.

There are all sorts of other tips, such as setting up freecall numberajtamative international
numbers for your mobile. Jyve needs to be checked out, and there dwanadike Gizmoz
which looks fun (animated faces that presumably move in unison with youe)oic

Overall | like the variety of hacks in this book and recommend it if you'reasetising Skype.
It contains lots of food for thought in possible configurations that williegyour dependency
on, and perhaps even eliminate, your fixed line voice services.

\VoIP Hacks

This book has its 100 hacks split into just 7 chapters, one of which c@ksize. The 13 hacks
in that chapter can be considered a distillation and the most important mefsagdse Skype
Hacks book — though they are not the same. Examples are integration wigsaddoks, Jyve
and a few other topics.

The Skype protocol is proprietary, and the dominant VoIP protocolis &l (Session Initia-
tion Protocal). A new contender is IAX (pronounced eeks) has theradga that it works in
NAT environments, so we’'ll have to watch how its usage grows. The febiedbook covers
infrastructure and clients using these protocols.

| found much of this text, and especially the first chapter on broadbatRlipfoviders to be US
centric. So the advice is sound, but the examples not always appropfaatean get a list of
UK providers here:

http://ww. voi p-i nfo.org/w ki/view VO P+Servi ce+Provi der s+Resi denti al

There’s a chapter on Asterisk, which | am sure you'll know is now an g way to run a
telephony server on Linux (and Mac and BSD) systems. I've had a lbAktarisk previously
without much success due to lack of time (and a hardware SIP phoneggéint this review
gave me the impetus to have another go (there are a bunch of softphoreeatliste
http://ww.iptel.org/info/products/sipphones. php

SJPhone and Firefly look reasonably good. Some of the hacks coveadhus of configuring
Asterisk and a little on reporting and some tricks (like obtaining automated weattats).

There’s actually a pre-built VMWare VM with Asterisk (using astLinux) thaght save you
some time if you want to experiment — have a look on the VMWare website.

There’s a chapter with a dozen hardware hacks. Many of these ywecdis to one particular
model of IP Phone or other hardware. | think its unlikely typical readelisuse the array of
hardware addressed in each of the hacks, so | think the contenthaw/iat limited use.

The penultimate chapter looks at monitoring and some internals of the VolRcpletéooking
at latency and jitter, graphing the stats and traffic shaping. This has a ¢mioof (but brief)
information on diagnostics.

The last chapter, “Hard-Core Voice”, covers some advanced togich as interfacing Skype
with Asterisk, and indeed the whole lot with your home (IP) phones so thatrimg Skype
calls with ring everything. Good stulff.

The book provides hacks for Windows, Linux and Mac based applicatiord there are number
of Mac-only hacks, so the relevance of the whole to the UKUUG community resstightly
reduced, but | still think this is a worthwhile wide-ranging set of hackgmeral knowledge.
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Wireless Hacks

Rob Flickenger and Roger Weeks
O’Reilly Media

ISBN 0-596-10144-9

463pp.

£ 17.50

Published: December 30, 2005

reviewed by Mike Smith

Yet another book with Rob Flickenger as (co-)author. This hacks lmolow in its second
edition, though unfortunately | can’t say where the enhancementsa@rbawning read the first.
At over 400 pages though, it's a reasonable size, with the usual 188 bplit into chapters on
different topics.

From the title | was expecting a book on WiFi networking (everything seems 89B.11[some-
thing] these days), and although this is covered in large measure, the dorackt restricted to
this topic.

In fact we start off with a chapter on Bluetooth, mobile phones and GPiS.cbvers things
like remote control using mobile phones (over Bluetooth) of applications dXQ$ux and

Windows. Hack number 16 is about controlling a Home Theatre using a Palioh wives

me the opportunity to tell you about an article | wrote on linkstationwiki.org — haxepépced
the firmware on my Buffalo LinkStation, I've been extending the PCast mestiges menus
accessed by a Buffalo LinkTheatre | treated myself to recently. Not reslyant to this review
but may be of interest if any of you have a similar setup.

So then we do move on to the WiFi world - a bit of NetStumbler, WiFiFoFum, Kismetiae

like, Ethereal, whatever that is, and ngrep. One tool | hadn’t comesathough (for Windows
unfortunately, so apologies for mentioning it) is Qcheck - apparently adddrom NetlQ that

lets you measure the actual bandwidth of your wireless network (not theurete bandwidth
reported by the stock applications). Interesting.

Then we have a section on security — nothing really exciting here, thenpsecheith various
hardware hacks: antennas, adding Bluetooth to a mouse and making seWiiercontrolled
car (using a WRT54G).

One area I've missed out on myself is the Linksys WRT54G router. Befenew about the
hackability of this | had already settled on a Netgear DG834G. The latterdmessome hacks
worth knowing and the firmware source code is available, but the communist dbesn’t
appear to be there. There’s a bit about the WRT54G within the chapt@fiwvase hacks.

| think some of the hacks are now showing their age — the first edition wdsped in 2003.
So although still relevant, | suppose, explaining software like DriftNetraalling antennas out
of tin cans does take me back a few years.

There’s a final section on wireless standards. Alas the standardsasdvend g but not n and
s. Pre-n equipment is already available, but I'm waiting for s now (I'nitimg for snow too,
but lets not get confused). I'm hoping to persuade my neighbours to imptesnequipment
too, in the hope that we can aggregate our bandwidth (assuming this willsségo— I've not
investigated). | know we should be able to do this already with AODV and the like

So in summary, a reasonable book; parts are a bit dated; covers Windovesis PDAs (Palm
and Windows based) and OS/X, and some Linux — and therefore partlgof#tto the UKUUG
membership.
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I'm not raving about it but there are some interesting snippets of uggfimation. | now
realise | have been quite harsh in one of my other reviews this month — gedwlbparsh, as any
published book has an audience (just not always suitable for the pariicdividual performing
the review).

Essential PHP Security
Chris Shiflett

O’Reilly Media

ISBN 0-596-00656-X

124pp.

£ 20.95

Published: October 28, 2005

reviewed by Paul Waring

As a PHP developer of many years, I've probably made my fair share tdkeswhen it comes
to security, so finding a book that concentrates purely on PHP secutihded like just the
thing I've been looking for.

My first impression was that the book is rather slim, weighing in at just ovempHges. Whilst
PHP security is perhaps something of a niche topic, | got the feeling tHapethis text would
be a little short on detail. On the other hand, the book lacks the flowery @mddistory
sometimes used in computer books, so it was a refreshing change to g#itstro the nuts
and bolts of the subject matter from page one.

The first few chapters cover the most obvious security holes that ofeegyuep PHP scripts,
including processing user input (primarily from forms), databases aokie/session handling.
At first this seemed like a good coverage of the common security problemkfdduthat the
databases section was particularly short, especially given the numbebsites that are relying
on some form of database backend to provide various levels of funkitjofeag. forums). The
SQL injection section was only a few pages, despite the fact that this onetgdwle alone has
caused problems for many of the popular PHP scripts available for download

The author also sometimes veers away from PHP problems and ends wgsofigeuore general
issues, such as the handling of cookies in previous versions of Ihtexpeorer. Whilst this is
something that developers should be aware of, it isn’t really a PHPisemsue and relies on
users being savvy enough to keep their software up to date.

There are sections where the author ends up explaining what is basieadigirtie vulnerability
several times. For example, when using some form of user input (s$cHE&S[ ' fi | enane’ ])
as a way of dynamically including files, he shows the same problem with bothelodaemote
files, and so the reader is given a repeated explanation of why yoldsiexer use tainted data
to refer to a filename.

Certain sections are also somewhat hand-wavey in that the author will méopics such as
SSL, and then suddenly move onto something else without giving any dettilbes the topic
in question can be used to enhance the security of your PHP scripts.

Having negatively criticised the book somewhat, | must admit that | did leagrootwo useful
bits of information. For example, | always set the error reporting valuenfoPHP scripts to be
E_ALL to display all errors, but apparently includigg STRI CT will warn about depreciated
functions as well. The section covering problems with shared hosting wasaaly in-depth
and is a topic which probably affects the majority of PHP developers, yenitisisually con-
sidered when trying to write secure code.

Overall though, I think the book is a little short on detail. There are a lot afgsavhere it
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highlights important security issues — thus bringing them to your attention —dasié really
provide many good examples as to how to close the holes.

If you're a seasoned PHP developer it's unlikely that you'll learn agdeal from this book,
although it may serve as a useful reminder of some of the security issug®thare likely to
come across in your scripts. The majority of the book’s content can belfon the many PHP
websites, and given the lack of detail in the book | suspect most developeild get a more
comprehensive answer by simply searching the web.

Personally, | don't believe that the book is worth the cover price, thafighsecond edition
with more detail and better examples was released then I'd be inclined to pekaoy. As it
stands, the book has potential but some sections could do with expandingpsild award it
6/10 overall.

The Book of Postfix

Ralf Hildebrandt and Patrick Koetter
No Starch Press

ISBN 1-593-27001-1

496pp.

£ 30.99

Published: March 25, 2005

reviewed by Robert Easthope

“The Book of Postfix” is a fantastic book explaining all aspects of the Pasidiil server system.
Its all in there how to configure a basic setup where you just want to reldyrora one host to
another, to very advanced content filtering and integration with databasgs such as MySQL.

The first five chapters introduce mail servers in general and explairtdoonfigure the DNS.
There is a basic explanation on the structure of the system and what cosyar@navailable
for administrative and other tasks. Personally | found chapter foyr wseful for explaining
configuring mail relays and SMTP authentication.

The second part of the book concentrates on content control. Clsiypteas some good exam-
ples of how to filter on header information, standard mechanisms availableriradlservers
such as checking if the from address maps to a valid IP address in thetDNEBu@ding restric-
tions based on keyword triggers is covered and also how to test theseifiltetrest environment
and later on testing on real messages.

Part three of the book is on advanced configurations, building a senarswer to multiple
domains, building in support for MySQL integration, configuring mail relagd SMTP au-
thentication.

Part four is a small one chapter section on fine tuning POSTFIX. Thisaappe be for those
who handle huge amounts of mail traffic and need to put limits on what thersmnvéiandle at
any one time. It also explains in great detail how you can get statistical datéat the server
is doing something that can be very useful in debugging problems.

The Appendix section is very useful as a reference for debuggiiggms. It explains clearly
what to check on the system when postfix is not responding and details coemaos in con-
figuration files for postfix.

To sum this book up | would say it's a good all round guide to POSTFIX, itgittat the right
level that if you are new to mail servers it has enough introduction, batealgery good guide
for those like myself how have previously used other mail servers sueXig and Sendmail.
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Internet Forensics
Robert Jones

O’Reilly Media

ISBN 0-596-10006-X

238pp.

£ 28.50

Published: November 22, 2005

reviewed by Gavin Inglis

The computing world has needed a book like this for some time. Using crime Buremsics
as a model, Robert Jones demystifies and explains the hidden informatitablavanline that
anybody can use to protect themselves against —and perhaps tratk doammers, spammers,
and other forms of cyber-scumbag.

No prior knowledge is assumed. Jones begins by illustrating how IP numvbétsthen domain
names, then ways to divert DNS requests. The more experienced valde tempted to skip
forward, but this would be a mistake; at each point there are little nuggétsofation which
the average web professional may simply not be aware of. The textsstiartly the right
balance, with sufficient information to explain each concept, but very litikeljog.

The topics one might expect are all included: email headers and attachio&itamanipu-
lation, vulnerabilities in web sites, HTTP headers and information leaked ybr@vsers.
Diagnostic tools such adi g, whoi s andt racer out e are demonstrated. Perhaps more
importantly, substantial space is given over to interpreting their output.

Cleverly, the example scams, viruses and spams are all real, drawn faattior's own expe-
rience. He explains his thinking and reasoning in a straightforward andlving way that Gil
Grissom could learn from.

This of course makes for some fascinating detail along the way. Theesjawhdropping hole
in eBay security that offered phishers a custom-made redirect to seneititttims. There’s
the classified PDF document from the US military about insurgent attackadrthat was de-
classified by a bored Italian using cut and paste. And there’s the wiohitkya that spam could
be used to send coded messages between spies or criminals in much the ganae thay used
to use classified advertisements in the newspaper.

While the technology described is platform-independent, it becomes quieldytbat a UNIX-
based machine is the best choice for applying the techniques explaines lbayak. Examining
virus payloads on Windows is rather perilous. The new tools included withdbk are written
in Perl.

Jones’s motivation is interesting. There is an early reference to opecesdevelopers as the
“stewards and guardians” of the Internet versus those who havedionmore opaque plat-
forms. During the closing chapter on what is being done to fight cyber citimexpresses
the hope that he might help to create a kind of “network NeighbourhoodiMadanake life
difficult for the casual cybercrime. Sensibly, he advocates leaving thestigation of child
pornography and extremist sites to the professionals.

“Internet Forensics” compiles a lot of information that has typically beeailavle only by word
of mouth or bitter experience. The average user will find themselves alpeliits techniques,
and even if they choose not to, they will gain a deep understanding otlminternet works.
The book’s clear style and firm grounding in reality make it an excellent rea
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Mind Performance Hacks
Ron Hale-Evans

O’Reilly Media

ISBN 0-596-10153-8

304pp.

£ 17.50

Published: February 28, 2006

reviewed by Gavin Inglis

The predecessor of this book, “Mind Hacks”, was subtitled “Tips anadlsTéor Using Your
Brain”. “Mind Performance Hacks” goes a step further, with “Tips andl$ for Overclocking
Your Brain”. This sums up the difference quite neatly; whereas the prs\book was focused
on understanding how the brain is put together, this title concentrates cificppplications to
improve its performance.

Each of the eight chapters concentrates on one area of cognition. &efEMans is clearly a
fan of Frank Herbert's Dune books, and inspired by the Mentats — hwo@aputers — of that
universe. This reader fully expected to find Hack #76: The Litany Agjdtiear in the chapter
on Clarity.

Chapter one deals with memory. It introduces various systems which exdo#ligation, as-
sociation and even rhyme to improve your recall. Some, such as the mnemsteinsiesigned
by World Memory Champion Dominic O’Brien, require a little preparation to usthe@@ are
more intuitive, such as surreal images constructed around a familiar locatienHotel Do-

minic system, designed by the author, can supposedly be used to memoiepiéfes of
information, or more.

Information processing is covered next, from capturing and storingsigea have during the
day, to programming yourself with a deck of cards. Learning styles gniemd, such as visual
versus aural or kinaesthetic learning. This might help you understamdfgiends and col-
leagues better. Valuable for clutterbugs is the eerie Hack #18: presyiestrubbish through
coded marks. The text reflects on the nature of the past and the mensat teys for us in the
present.

The Creativity chapter is full of fun stuff to do, from using a completelyl@vant item as a
trigger for brainstorming, to channelling heroes of stage and screehatWould Mary Pop-
pins do in this situation?” We’re introduced to creativity decks such as Bfraois famous
Oblique Strategies, and the odd constrained writing of the Oulipans. Wegeagen into the
unconscious, with simple techniques like keeping a dream journal andhgutnitks to access
the hypnogogic state, halfway between wakefulness and sleep. tmghgsleep, nutrition and
exercise are key components of the later chapter on maintaining mental.fithess

The sections on Maths and Decision Making are shorter and include thefkimkes of thumb’
that used to be taught in schools but have been exterminated by the caldMhiist estimating
square roots and applying game theory to decision making are certainlypl&aloae wonders
if the seven pages devoted to Hack #40: Count to a Million on Your Fingatyjustify their
inclusion.

It's surprising to find an examination of James Joyce’s Finnegan’s Wake ichapter on Com-
munication, and readers could be forgiven for not learning an artifeguage such as Klin-
gon. However there are some very valuable ideas here for turning affpablic speaking into

a positive state of excitement. This theme continues in the brave subseljaptdarcwith ratio-

nal thinking about emotional states and irrational behaviour. Here theomisolled breathing,
meditation, and even interviewing oneself to get to the root of what we *retligk.

After all this mental graft it's a relief to encounter Hack #67, which advesglaying board
games to improve strategic thinking, negotiation and deduction. Even easecks#8, which
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suggests improving visual processing through first person shooten games. At last, a way
for teenagers to answer back parents who complain they spend too Iding Blaystation. “Aw
mum, but I'm reducing my attentional blink!”

“Mind Performance Hacks” is an entertaining and rewarding read fpora@ interested in im-
proving the way they use their brain. Many of the hacks are really a framkewpon which to
build your own systems. Relatively little of the material is brand new, but collgdtim one

book makes it very accessible. The techniques are inspiring and ptactica

Essential SNMP (2nd Ed)
Douglas R Mauro amd Kevin J Schmidt
O’Reilly Media

ISBN 0-596-00840-6

460pp.

£ 35.50

Published: September 23, 2005

reviewed by Greg Matthews

Network administration is a very important job, quite distinct from system admatistr. It is
the network administrator (NA) who has to install, maintain and run the netwoilk Weping
a keen eye out for security issues. Any network larger than a modest hetwork is too big
to keep tabs on manually. Every NA worth her salt will have some sort ofar&tmonitoring
software running 24 hours a day. To this end the Simple Network Monitoriogp&ol (SNMP)
was designed to be a low-overhead protocol for managing IP devidéslPSan be used to
gather information from devices such as switches and routers and alsartgecinformation on
these devices. In fact these days SNMP can be used to manage jusiapbaost on the network
from Unix machines to modem racks. Together with Remote Network MonitoRMQN), it
provides a full suite of tools for examining the health of a network and all #sc@ated devices.

This all sounds great, and indeed SNMP is a powerful tool in the NA's tmlik remember, this
is a protocol, not a shiny piece of software. | remember two things aboMFSiom my days
as a NA. First, the security of the protocol was practically non-existardor&k every vendor
published their own intractable Management Information Base (MIB) cdntathe schema for
managing their particular hardware and many of them don'’t publish this data atcessible
form.

The concerns about security have largely been addressed with theeuest version of the
protocol (SNMPv3) although many vendors continue to ship hardwateottig conforms to
SNMPV2 or even v1. The Second problem can be solved by spendiegaamous amount
of money on Network Management Software (NMS) such as the ubiquibmigyricey, HP
OpenView, although the last few years have seen an increase in loarmbeb cost software of
increasing quality such as OpenNMS.

So it would seem things have improved since | last looked in any depth atPFSNIMs book
would have been incredibly useful when | was first struggling to coostrartg” configura-
tion files to monitor the entire departmental network. The first few chaptaisediook are a
quick but effective introduction to SNMP and what has changed in vefid hey cut through
most of the confusion that has resulted from the change in terminologysdishe new se-
cure authentication and privacy, and introduce the concepts of managgagents, MIBs and
OIDs (Object Identifiers). This is followed by a quick introduction to NMSdve a burst of
chapters on retrieving and setting MIB values, polling and traps. Exampaelustrated with
“ethereal” traces of captured packets, which aims this book squarelg ptdfessional admin-
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istrator. Code examples are given in Perl usingNle: : SNVP module, a good choice as Perl
is extremely widely used in network administration tools, and scripts can be eatgiyded to
suit the individual NA. Along with Perl scripts there are sections on the tenidulti-Router
Traffic Grapher (MRTG), RRDtool and Cricket as well as a chaptethenuse of Java with
SNMP. If this wasn't enough, the appendices go into even more detailFo@ptnView, Perl
and the command line tools available on Linux and Unix, as well as listing all thes&taCare
relevant to SNMP (there are a lot!)

It is difficult to find fault with the content of the book. Although HP OpenVidaes not get
its own chapter, its status as the Grandaddy of NMS is reflected in the wayadiripazed to
other software throughout the examples. This is a solid textbook in the O’Reollg. The only
criticism | have is an unfair one, | had difficulty staying awake whilst revigwt, | find SNMP

just about the driest subject in IT but this book will enable you to get tjinaall the tedious
configuration as fast as possible allowing you to move onto more interestirgsttiint much
sooner.

Google Advertising Tools
Harold Travis

O’Reilly Media

ISBN 0-596-10108-2

366pp.

£ 20.99

Published: February 3, 2006

reviewed by Greg Matthews

| run an vacation apartment rental webditet p: / / www. t ri pseur ope. conf and itis an
extremely competitive market. You depend heavily on customers coming thyoughvebsite,
and consequently depend a lot on Google and their advertising tools.aveudget two things
right; get your site listed in the first couple of search pages, and haedlent adverts placed
around the web, neither of which are easy.

I read ‘Google Advertising Tools’ in the hope that it would provide some imsignto improving
the traffic to my site, but | was quite disappointed. The book covers threeareas:

* How to create a popular website
« How to make money by placing Google adverts on the site (Google Adsense)

* How to advertise your site with Google Adwords.

Of those areas, the Adsense section wasn't relevant to my websited tatillllike to know
more. Much of the work in improving your website search engine rankiogiéefi SEO, or
Search Engine Optimisation), involves regularly reading Internet forunpgctoup tips or be
aware of the latest Google updates, and frequently you come acrgis peking lots of money
through Google Adsense. | would love to try it, and have wondered hdiewdifit might be.

However, all three areas were ultimately disappointing. The format of thk twas to repeat
much of Google’s help sections, with the occasional embedded text biog gigtbits of advice.
These tidbits were rarely useful, being either obvious or even non-comntittalinstance, in
the section about the format of your Adsense adverts, the book goesablengths on what
form fields to fill in on the Google site (all of which is explained by Google asgwothis), with
a final couple of lines suggesting what colours to choose. The auty®fdae the color palette
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to match your site” (if you do this, it is speculated, some users may click on theexhuse
they think they are part of your site, not ads) and “Make a color choiaedfarkly contrasts
with your site” (by doing this, the ads are made more noticeable, and thus it &slikely that
they may be clicked). No sitting on the fence there then!

If we were to ignore the vast sections with the ‘point and click’ mechanicsreéting and

placing Google adverts, then there is very little left to this book. It could biethlogse remnants
are pure gold, but unfortunately this isn’t the case. The advice ctivedsasics of SEO, which
could be useful to the absolute beginner, but anyone who has work#ein site for a while

will have already picked these up.

So, in conclusion, if you have just created your first ever website thebdwok could be a good
introduction to quickly give you the basics. Be aware that SEO is difficudt@aw, with no
overnight successes, so don’t let some of the examples of earnimyshy the book carry you
away. Personally I'd recommend you save your money and read an @b@ évery day such
as the Web Workshop SEO forum

http://ww. webwor kshop. net/ seof orum i ndex. php

You'll learn a lot more. If you already know what SEO stands for, théntbok isn’t for you.

Greasemonkey Hacks
Mark Pilgrim

O’Reilly Media

ISBN 0-596-10165-1

495pp.

£ 17.50

Published: November 25, 2005

reviewed by Greg Matthews

This is another publication in the informal O'Reilly “hacks” series, one thahynopinion has
never lived up to the early promise of “Linux Server hacks” by Rob Fligjex. Mark Pilgrim

is a good choice for the editor of this book, he is the author of “Dive into &ytfrom APress
anddi vei nt ogr easenonkey. or g, a comprehensive online introduction to this Firefox
extension.

Trying to describe exactly what Greasemonkey is to someone unfamiliar witiethéhat web
pages are rendered is difficult. However, this tool is written by and dedidor the sort of
people who have already got their hands dirty messing around with wedrsemnd browsers.
Greasemonkey installs as a Firefox extension but offers no new Fifefdxres or chrome by
itself. Instead, it provides a means to write or install scripts that can alter ebepages you
visit. This might include increasing the usefulness of a site, adding altesregarch engines
to the Google site for instance; or fixing annoying bugs, such as thatiter¢bat insists you
use Internet Explorer for no good reason. The scripts themselvdsa&cript and the first 12
“hacks” in the book are in fact a very brief introduction on how to write &emonkey scripts.
The next 88 hacks are roughly divided into chapters by topic.

Initially, Greasemonkey appears to be a tool looking for a problem to s@uee you can do
some clever tricks with it and if you need to use a particularly annoying wedpiteyou might

be frustrated enough to hack something together to fix it. Generally thoughpairticular

site doesn't really fit the surfers requirements, she surfs on somewetse. In other words,
Greasemonkey scripts seem to be too much work for little return.

So as you listlessly leaf through this not insubstantial book (over 450spadly wondering if
anyone has copied code off the printed page since the demise of the £¥\8Bpenagazines,
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you might just happen across the answer to the thing that has bugged gbaboat a particular
website. For me, it was the first “proper” hack of the book, “#13 Tuak&t URLSs into Hyper-
links”. This incredibly simple ("20 lines) script simply makes non-marked upsldiRckable.
Great. This encouraged me to read further and find one or two more that pegiseful to
me. Each hack is broken up into a brief section on the problem followed byotthe (save lots
of typing by finding the appropriate sectiontoft p: / / hacks. orei | | y. coni ), and then
some notes on how to use it.

All'in all, this book is an interesting demonstration of the potential for Greaskeyomost of
the aptly named hacks simply scratch a particular hackers itch. This okgasitbe classic Free
Software development model. There will probably be something here to tetaye of most
readers but not enough to warrant the purchase. The problem iSthasemonkey (and by
extension, this book) is aimed at existing hackers who want to tweak theisimg experience.
These people are either already using Greasemonkey or will be up mmicdguand searching
the web for scripts before this book arrives from Amazon or whichbeekseller offered the
cheapest price when they used hack #94 “Compare Book Pricegh(pages of code including
base64 encoded PNGs). The contents of the book are really much hétiterte a dynamic
media like a wiki. It might be worth buying this for an aspiring young hackexven your LUG
library, but consider that the content will quickly become dated.

Using Moodle
Jason Cole

O’Reilly Media

ISBN 0-59600-863-5
240pp.

£ 28.50

Published: July 29, 2005

reviewed by Lindsay Marshall

With the recent merger of Blackboard and WebCT the choices for comrheotiesse manage-
ment systems (or whatever you want to call them) just got reduced to, wellieally, so the
existence of Moodle is a good thing. The system is well supported andemsyall, and indeed
this book tells you nothing at all about how to install Moodle, it assumes thalgee a running
system already. And of course it assumes that Moodle is the systemuompech actually may
not be the case: the Moodle course model (like that of Blackboard) magetessarily be a
good fit for your course structure, particularly if you have a lot of iim&ed modules.

The good thing about Moodle is the plethora of different features thaipparts: wikis, we-
blogs, journals, quizzes etc., and this book focuses on these, devatiragpter to each area. If
you are using Moodle and you are the sort of person who likes to hargthing in hard copy,
nicely bound, then you might like it: clear instructions for using the featgesd illustrations,
and some tips on getting the best out of them. The problem is that once wati'vp a couple of
journals or a workshop or two, you’ll know exactly what to do and yougVer look at the book
again. In fact, if you are the slightest bit web savvy you probably weetrithe book because,
first, the interface really is easy to use, and second all the information issariyway. Given
its first steps nature, its not cheap either. | must stress that this is nob@bladt is well written
and presented, but for the experienced computer user it might be a bit simple

If you need a CMS, Moodle is a good place to start. Whether you need tblsib@nother
question.

40



news@UK UKUUG Newsletter

Security and Usability

Lorrie Faith Cranor and Simson Garfinkel (Eds)
O’Reilly Media

ISBN 0-596-00827-9

738pp.

£ 31.95

Published: September 2, 2005

reviewed by Lindsay Marshall

This one is a little different from your usual O'Reilly book in that it is a colleotiaf papers
devoted to five aspects of security and usability. There are thirty fowrpapall and the five ar-
eas are “Realigning Usability and Security”, “Authentication Mechanisnm8&ctire Systems”,
“Privacy and Anonymity Systems” and “Commercializing Usability”, plus a sectievoted to
three classic papers in the field.

There are some well known and respected nhames amongst the authce as mewcomers
with the papers being a slightly odd mix of theory and practice. The editofgl{jgustify this
because of the youth of the field, and they also emphasise the securisgdocature of much
of the material. Their feeling is that the main push in improving the usability of sexystems
must come from the security people, and | would have to agree: systemsenssture first
of all, but that is no excuse for neglecting (or at least finding out ah@#)s’ experiences with
systems. And so often, of course, a poor usability leads to securityrhdilke people leaving
passwords written on whiteboards and such like.

This is a book to dip into rather than read at one sitting — | certainly havehtogeverything
in it yet. As you would expect the quality of the papers is variable, thougralat least good.
Your interest in the relevant area will also influence your perceptioromfesof the material
quite dramatically (I can’'t get excited about security on Lotus Notes fample.) The book is
also pretty expensive: something to have in the project library rather sods& personal copy.
My biggest complaint is the lack of material on Trust and/or Reputation, thisases with a lot
of relevance to security and usability and where there is much interesting Waould easily
have filled another section, though by then the book would have beehimgadarry Potter
dimensions.

It's good. Buy it for your team library.

Web Site Measurement Hacks
Eric T Peterson

O’'Reilly Media

ISBN 0-596-00988-7

430pp.

£ 17.50

Published: September 2, 2005

reviewed by Lindsay Marshall

I hope the person who suggested turquoise as a good colour for emhiaxt isn't involved

in designing a web site for a business. Ughh!!! The whole book look$i@hsut and pale
because of it, particularly as the body typeface is very thin. With my ageieg kfpund this

really hard to read. | suppose old people aren’t supposed to be invioltiee bright new world
of the Web so that’s probably OK then. Oh, and while I'm complaining, | thidbsgite is one
word not two now. (But to balance that out | think that e-mail should hdwgphen in it.)
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Anyway, so it looks ugly, what about the content? Well, since I'm beingry, let me say
that the “Hacks” series of books really annoys me. There are alveage pieces of computing
ambergris brought up from the depths: rare, perfumed and desibablere is also too much
of the stuff that comes out the other end as well. But to be fair this bookstsss to have more
than its fair share of useful stuff, particularly if you are new to messingraat with logfiles and
stuff. The biggest danger | feel is that if you were to actually try andwdoyehing mentioned
in the book (and | suspect that some people might) you could spend alktigo@imeasuring
and analysing and never do anything about making sure that your siteavdsvisiting. Not
too expensive and | will certainly add this to my reading list of books formhteeach about
website management.

The headings really get to me though: “Leverage Referring Domains &id'lJ “Measure
Organic Search”. Grrrr.

SQL Cookbook
Anthony Molinaro
O’Reilly Media

ISBN 0-596-00976-3
504pp.

£ 28.50

Published: January 6, 2006

reviewed by Lindsay Marshall

See the combined review below.

Web Site Cookbook
Doug Addison

O'Reilly Media

ISBN 0-596-10109-0

280pp.

£ 28.50

Published: February 24, 2006

reviewed by Lindsay Marshall

Why cookbook and not website? Who can tell. | like the cookbook seridschs slightly odd,
because it is quite like the Hacks series which | pretty much loathe. For atkéaptesentation
isn't an annoying numbered list of short snippets, instead, its a setagtets (made up of
numbered sections, some of which are really long). There is also a feélsndjdity about the
ideas presented, not like some ephemeral Amazon API thing that might stkimgitomorrow.
There’s also proper PHP code, not that Perl nonsense.

There are some cracking ideas in the web book: adding watermarking tosroadbke fly is a

neat trick. There are some rubbish ones: disabling right click to prévege downloading is
a) stupid, b) irritating, and c) just asking for people to work round it. €hae also rather too
many obvious ones: adding a doctype to your document and validating it} lnagic CSS etc.
This one is a difficult call. For experienced and knowledgeable usaesithprobably too much
“how to boil an egg” material, but for people needing a leg up it's a good ctatle of ideas and

pointers. (If you value your eyesight avoid some of the illustrations whieltiuire amazingly
tiny text)
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The SQL book is twice the thickness of the web one, though | suspect that@ise there
are lots of examples of query results which take up a lot of space, ratrettibre being more
information. (Also, the vagaries of all the popular database systems @y@u Who | mean)
also contribute to the bulk). Regular readers will know of my woeful ignoezof databases and
how to use them to best effect, so | had high hopes for this one. Espahialgystery of joins.
As yet however | am still disappointed. The layout is not fantastic andtgwathes of SQL
are not attractive. And like all SQL books there seems to me to be some elssgpi@aatory
thread missing: | understand the examples, | see what's going on, bigshdi@onnect. The
terminology bogs me down too. What the hell is a correlated subquery? Ingatnall the stuff
| don’t understand, there’s also a lot of “boil an egg” stuff here toge an ORDER BY to sort
your results, use INSERT to insert a new record! Much the same as thbaok really.

So, both books, probably not for the 42 degree thetans, but usefilid rest of us.

Time Management for System Administrators
Thomas A Limoncelli

O’'Reilly Media

ISBN 0-596-00783-3

226pp.

£ 17.50

Published: December 9, 2005

reviewed by Lindsay Marshall and Alain Williams

Lindsay Marshall's review

Save time, don’t bother reading this book. Or the review. But since yewstdl here, let me
expand on my reasons for saying this. The book is well written, the advitisisound and well
known to work. There are even some ideas specific to system administhetbase pretty good
(though there are also some that will put you to sleep: using aliases in thdoshirstance)

The big problem is that there are hundreds of books on time managemecdbatxactly the
same ground and recommend the same solutions, most of them cheapeettiad thian this
one. Just not as geek oriented.

At the very end of the book the author even suggest that you read swaditivnal” time
management, and, inevitably, recommends David Allen’s Getting Things Dorelnatdrnet’s
favourite time management guru and his book. You really would be betteadifitg GTD first,
then have a quick trawl round some of the GTD websites, pick up some tipgpahdtaem to
your own situation. System Administration is just not that different from atimer job. (Avoid
subscribing to the GTD cult though — some people are scarcely obsegbdtdewvhole thing)

And if you can't be bothered, go on with leaving things to the last minute, gnihyrhot tip:
if it's really important, someone will get back to you about the things you hHagenround to
doing yet.

Alain Williams' review

A system administrator is typically someone who attempts to do project work wtiilg leer-
rupted by users or customers. If you are not careful you end updgmgall your time dealing
with the interrupts and never getting anything done; | find this an easy stat¢ ittt@.

The chapters contain nice summaries that | have been using to try to put atiisprbefore
reading the next one, some are much easier than others, some | was dvgagdyThe sort of
advice is: prioritise, what must be done now, what can wait; let usens ki@t you are doing
and when you will fulfil their request; get users agreement with your tialesghelp users to
help themselves; automate common tasks.
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He will also get you to think about what you do best and when you wosk({bam not a morning
person). Schedule your work to take advantage of that. How you ¢mamise the windows in
your virtual window manager to best effect. How you can organise tgam so that you all get
some work done. How you can record the tasks that you have to do - ifegaud it you use
less brain power trying to remember the jobs that you have to do today.

Email: how many hours a day do you waste reading it and how many are jusy sittyour
in-box waiting to be processed? | thought so. This is one chapter thatgoamy to have to
reread, and then again to try to get it right. Yes: | am an ineffective enrdilgu

Stress hinders productive work. How to cope with stress, how to avoidut,th get the best
from holidays (leave the laptop at home). If you are stressed whatmady (e.g. try yoga).
My complaint about this chapter is that it didn’t advise on how to cope withxamite.

A part of organising your work time is also organising your leisure time, yiéeigoals. Yes:
many people just life from day to day, year to year and never get wheyeathnt because they
don't steer themselves.

| liked this book, easy to read and contains good advice. | have falleepastading other time
management material, this one kept me awake.

| am reading a chapter a week and have not reached the end yet; i hiigtt have sent this
review in by the newsletter copy date.

PHP Hacks

Jack Herrington

O’Reilly Media

ISBN 0-596-10139-2
464pp.

£ 20.99

Published: January 3, 2006

reviewed by Alain Williams

My feelings on this book are mixed.

There is a lot that is not so much about ‘PHP Hacks’ but tips in an envirohmeere PHP
may be used. For instance: Hack 60 is all about Apadame rewr i t e, useful and a good
summary, but not much to do with PHP. Hack 5 is about using CSS to creatd_Hbblves,

wrapped up in some PHP code. Much of the code has little or no commentsjdbersidext is
only sometimes really enlightening.

The author uses some PHP-specific concepts such as output buftdyingt ar t () ): it would
be nice if he had taken the opportunity of making this a real PHP Hack ardiresg why he
used them since many people will have overlooked this PHP functionality.

Hack 87 ‘Build GUI Interfaces with GTK’ | thought was really interesting £deise PHP with

a GUI but not in a web environment, this will break new ground for me. dofately the

description of what it doesn’t really tell me how it works and points to a URleke | can get
more information. A whole chapter of Hacks on this would have been gréatpiievious Hack
on Custom Maps with MapServer is much better, well written backgrountegis and code
with comments.

There is some use of PEAR modules, this is welcome since PEAR is notorious$yyduwedi-
mented. | similarly liked Hack 68 ‘Create Objects with Abstract Factories’ aadties that
followed, Hack 36 shows PHP5's cal |, _ set and __get with some nice explanations
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and diagrams. | can write and use simple objects — these will help me get mydwratimore
OO ideas.

The chapter on graphics is worth reading if you want to see how to manipumages (e.g. scale
them) or drawing graphs. Also useful are some scripts that implement a lpgfiens, many

people seem to find this a difficult thing to get off the ground. This is databakependent
(using PEAR DB), he includes MySQL table definitions and sample user €stié is quite a

complete example.

Similarly creation of a simple shopping card (Hack 66) is covered but thera@acomments
and not a lot of description of the PHP or JavaScript. It would have ha&enif this had been
integrated with Hack 62 which is a, well written, description of a PayPal ‘Bow’ button.
Most of the book would be better titled a PHP Cookbook since | expectKslao tell me
things about the language that | may find hard to understand or demomseateicks that are
peculiar to the PHP language; there is some of that but a lot which is nepesnibat happen
to be written in PHP; and some that belongs elsewhere.

Understanding the Linux Kernel
Daniel P Bovet and Marco Cesati
O’Reilly Media

ISBN 0-596-00565-2

920pp.

£ 35.50

Published: November 25, 2005

reviewed by Aaron Wilson

I was looking forward to reading this book, to improve my knowledge of theixikernel and
help to understand better (or at least begin to know where to look) to smive sf the issues that
have occasionally cropped up when some of the hardware | have aeed'tbehave. Having
little knowledge of the Kernel internals it is often hard to understand whatirgygpn.

| was pleasantly surprised that this book describes a relatively reeemé¢lk(2.6.11), having
expected kernel development to have leap massively forwards in the tiere tiaprepare and
publish this book. | was also re-assured by the claim in about the bookltHatvould need

to get stared is ‘some skill in C programming language and perhaps somédekiganof an

assembly language’ — knowing that in the dim and distant past as parbafsed studied some
assembly language. As this book is not an easy read, | would say thatethiequisites are
understated, and at times my lack of 80x86 assembly language at times madstamting —
in spite of the good explanations in the text — hard work.

This brings me onto my next comment; this is not a book for the faint-heartedntffit easy to
read but hard to understand. Particularly as my knowledge of the arcindexf the internals of
a modern 80x86 PC is, to say the least sketchy. Also, | feel having stadiedrse in operating
system design principles would be an advantage (although not a prisitely

The authors encourage the reader to look at the source code whillegdaeltext, and as | read
this | thought it a good sentiment. However, while reading the book | feltreatgheed to rush
and look at the code, the relevant extracts being presented. | algbdéal times the decision
to work from the ground up — and hence at times need to use forwargmefes at times makes
understanding harder than it needs to be.

This is not to say that this is not a book worth reading; from the start of dlod& bfound this
an excellent and informative read. It is not a book that | feel can ntakin one reading, and
| want to return to it and read again so that | can glean even more unudirgjeof the Linux
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Kernel. | also think that this book does the job it sets out to do — that is to axtdha reader
with the inner workings of the Linux kernel. Recently, having attended adayetutorial on the
Linux Kernel — which gave a great overview of this book but none offtail — | think this is a
hard task to do, as there are so many things that need to be covered someeinderstanding.
However, this book does it well and | would recommend reading it.

This book covers only the basics of the kernel — but as the authors thesmseknowledge,
it would need more a library than a book to cover the whole topic. It doegWemcover the
everything necessary to enable the reader to go and find their waydatfoeikernel, and help
them to understand what they find there.

Open Sources 2.0

Chris DiBona, Mark Stone and Danese Cooper (Eds)
O’'Reilly Media

ISBN 0-596-00802-3

488pp.

£ 20.95

Published: October 14, 2005

reviewed by Roger Whittaker

This book is a follow-up to the original “Open Sources: Voices from thei®Bource Revolu-
tion” which was published in January 1999, both in book form and on tHeuneler licences
allowing redistribution of the text.

The web version of that book is available at:
http://ww. oreilly.conf catal og/ opensources/ book/toc. ht m

The original “Open Sources” contained chapters by Eric Raymond (tapters), Richard Stall-
man, Linus Torvalds, Michael Tiemann, Bob Young, Larry Wall and BrBerens among others
and appeared at a time of considerable general excitement about teedteained in it. The
book was at least in part a collection of manifestoes and evangelism f&g ttleas, and most
of the content was re-printed from other sources. Looking at it again there’s a definite air
of bliss was it in that dawn to be aliabout it.

More than six years later, the new book is necessarily different in todeamtent. Subtitled
“The Continuing Evolution”, it is a longer book, with 24 chapters in all, laid mutwo sec-
tions: “Open Source: Competition and Evolution” and “Beyond Open Soutcdaboration
and Community”.

The chapters in the first section are broadly about software, while tomdesection is mostly
concerned with Open Source software as merely one example of a walegecin human af-
fairs, largely facilitated by the Internet, which has led to a realisation thatwobdive working
by the many can have powerful consequences.

Chris DiBona’'s chapter “Open Source and Proprietary Software IDgreent” mostly covers
familiar ground, but in a fresh and interesting way. He concludes with thg sf@ conversa-
tion he overheard in the mid-90s when a lawyer said “You know, if TCP/Pdeen properly
protected and patented, we could have rigged it so that every pacikemoney; they really
missed the boat on that one.” DiBona’s comment: “Where would the Intbendft this was
true? | don't know, but | do know one thing: the Internet would noturening TCP/IP”.

Jeremy Allison’s chapter “A Tale of Two Standards” is perhaps the onghtieal’ chapter
in the whole book, comparing the POSIX standard with Win32. He looks paatlglat how
Microsoft's access control in the Win32 standard theoretically permits albigt of security,
but in practice has failed because its complexity has meant that applicatiorsvdiee almost
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entirely ignored the possibilities that it affords. He also writes interestingbutihow the
release by Microsoft of Services for Unix provided a fully POSIX eominent on Windows,
and speculates about the motives behind this release.

There are three separate chapters looking at the progress of Er€pan Source software in
different parts of the world, namely Europe, India and China.

A highlight of the second part of the book is Pamela Jones’ chapter “HxtgrOpen Source
Principles beyond Software”. This is a description of the history of Grak&he describes how
Groklaw became a collaborative community with a common goal, and how the dpaito
collaboration helped it to succeed in its aims (of documenting and reseatti@r8CO legal
cases and related matters) far beyond her expectations. But she stsibeein some detail
and with not a little bitterness the fly in the ointment: the problems that she has haulol#h
astroturfers and undercover enemies trying to use Groklaw to undermaimgs

Perhaps predictably there are also chapters about Wikipedia (by &anger) and about Slash-
dot (by Jeff Bates and Mark Stone). Sanger’s Wikipedia article alse e detail about the
problems of governance in an open collaborative project: problems vigicin part to his
resignation from the project.

The Slashdot chapter goes into considerable detail about the gogeraad community of
Slashdot, and ultimately comes to a conclusion that a community of this kind nebésav*
olent dictatorship” combined with systems which allow the best to come to the topsignd
which has been inherent in Slashdot from the start, though to what éxesteeds is possibly
debatable. There’s also (slightly surprisingly to me) a long discussion dHbakmouth” the
discussions that went on on Slashdot immediately after the Columbine scheshona. Jon
Katz's article “Why Kids Kill” from that time is also included as an appendix to thelb

Slightly further from our world, but on a topic of huge importance to humanitpnsirew
Hessel's chapter “Open Source Biology”. The parallels with the worldg#r©Source Software,
both in terms of open versus closed “intellectual property” and method®oding are clear,
and Hessel explains the history and the threats and challenges.

Doc Searles also has a chapter in the second section entitled “Making a Ne&/ V\As usual
for him, there are some interesting insights: in particular he examines the wdndh through
what he calls “collapsed distinctions” the arguments about free and apgoessoftware are
over-simplified, obscuring important issues and making the discussiodinressional (as dis-
tinct from the literally two-dimensional diagrams which he uses to illustrate higswaegt).

This book does much more than simply restate familiar arguments. Parts of itcarghth
provoking and will repay reading and re-reading.

Linux Multimedia Hacks
Kyle Rankin

O’Reilly Media

ISBN 0-596-10076-0

330pp.

£ 20.95

Published: November 29, 2005

reviewed by Roger Whittaker

The “Hacks” format is particularly well-suited to this title which includes a goedl @f practi-
cal information about disparate subjects, linked only by the work “multimedia”.

There are five sections: Images (12 hacks), Audio (34), Video @®gpdcast Media (16) and
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Web (12), making up a round 100. Apart from the last section (Wehiiwik a curious mixture
of oddments, the sections proceed in what for me at least was ordemdiafity, with the
Images and Audio sections covering mostly things that | have discoverauyieelf over the
years, but much of the material in the Video and Broadcast Media sectamaew to me and
will make a useful reference in future.

In the Images section there is a useful discussion of the use obtimeer t command line util-
ity from ImageMagick, with example scripts. There is discussion of the vautiools available
for use with digital cameras, and a fairly lengthy look at f-spot. The lask lrathe section
is about creating screen capture movies as animated GIFs, by usingfessgpts which the
author has created for the purpose.

The Audio section includes coverage of the various music players whedcvailable for Linux,

and how to add mp3 functionality to your Fedora setup (but equivalentivaiion is not given

for other distributions, unfortunately). CD ripping and encoding toolsdéseussed, including
something that | only discovered purely by accident: the fact the KDEfgjKieror browser will

rip audio CDs to mp3, ogg or FLAC formats. Using an iPod with Linux is disalisiset at a

low level, and oddly Banshee is not mentioned, which currently seems to beshaay to do
this. Various utilities for tagging mp3s are discussed, including picard. ©Ote @ddest hacks
in the book concerns playing music files backwards (to hear whethen eh@damous words
“Paul is dead” were ever spoken).

The Video section discusses mplayer in detail, as might be expected, and hetvDVDs to

play in Linux. Oddly there is very little discussion, either here or in the Audaige of the

legal issues which make all this so fraught with difficulty, but there is infoiwaaechnical detail
about how to get things working. Interesting hacks (which | have ntd@enclude converting
dual layer DVDs to single layer, and converting DVD movies to self-bootingiesoon CD.

The oddity in this section is “watching videos in ASCII art”: | doubt if there Wil many takers
for that one.

The Broadcast Media section discusses watching TV on your computE¥)h TV as a digital
video recorder. Of more interest to me at least were the hacks aboingigpdio streams to
files and browsing streaming radio stations.

The final section “Web” includes information about getting various brovpéegins to work
properly, but also a section on Asterisk (probably too short and slightlybplace here) and
one on w3m (not really anything to do with multimedia).

Overall this is an interesting book that brings together useful informationtahe topics cov-
ered, and thus makes a useful reference.

Information Dashboard Design
Stephen Few

O’Reilly Media

ISBN 0-596-10016-7

223pp.

£ 24.99

Published: February 10, 2006

reviewed by Sam Smith
“Information Dashboard Design — The Effective Visual CommunicationataDseems like an
odd book for us to review; it isn’t.

Much of what we spend our time doing is waiting for things that are about wargng and fixing
them; hopefully before anyone notices. An Information Dashboard is-argéance thing which
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tells you which part of the building is on fire (58), and whether or not iusthbe.

The most common example is the Nagios “network outages” and “network’stispsays. A
quick, easy, obvious way to see that everything is working just fine. Whlgios is a good
example of dashboard design, there are many, many, bad examplesesndrthareas where
lives could be made simpler with a few perl scripts and a simple web page.

The book talks about what is useful, what works, and what doesrtiileiwhuch of it may be
common sense when you can sit and tweak it until it's just right; when yobulding these
things for others with different expertise to see, the outcome can be Wéyedt, and can
increase or decrease questions.

While the comments and examples within the book are mainly aimed at the quicktpteseaf

status information; they are equally applicable to many varied forms of peggsn whatever
you're drawing graphs or charts of, there are common mistake highligtsteédirags which
should be avoided, along with why. Much as there is with the use and, miem abuse of
design in many documents.

One of the most valuable parts of the book is that there are many many illustratigdhe
concepts being described. Well thought out and detailed, points arenaei, with strong
advice on how to avoid making the same mistakes, and tips on doing good thtteys be

While not a book that everyone will have any interest in, if you spend tinadirdgwith the

meaning of graphic information, status displays or reports, you might fincdefulito have a
brief skim before handing it to the person who created what you'reihoodt.

Credits

We are grateful to Dru Lavigne for allowing us to reprint her report @anDiuirham Conference
which was originally published on her blog at:
http://blogs.ittool box.com uni x/ bsd

The article by Dave Cross was first published in Linux Format and is deyged here by kind
permission of the author.
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http://linux.oreilly.com news/bsd_ss. pdf
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